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Abstract
In today's world, the internet has become a hub for communication and information exchange.People from all over the world can connect and share their ideas, opinions, and experiences.However, with the abundance of information, it can be difficult for individuals to find a platformwhere they can connect with like-minded individuals and engage in meaningful discussions. Forinstance, a passionate environmentalist might struggle to find a space where they can connect withothers who share their concerns about climate change and renewable energy.
To address this issue, the following report outlines the design and implementation of a platformthat aims to connect people with similar interests, allowing them to carry out relevant discussions.The platform provides a space for users to form communities around common topics or themes,building a sense of community among them and fostering engagement and participation on theplatform. This could lead to more informed and thoughtful conversations about important topics,such as mental health, political activism, or scientific research.
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Project Specification
Authentication and Account Management
The system has several key user authentication and account management features designed toensure that users have a seamless and secure experience:

· Users can sign up using email and password
· Users can sign up using third-party authentication providers such as Google and GitHub
· Users can log in using email and password
· Users can log out
· Users can reset their password
· Users can modify their profiles (profile image and username)

Community
The system has several key community management features designed to promote engagement andcollaboration among users:

· Users can create communities (different types)
· Users can subscribe and unsubscribe to and from a community
· Admins can change or delete the community logo
· Admins can change community visibility
· Users can view and navigate to all public and restricted communities

Posts
The system has several key features designed to make it easy for users to create and view postswithin communities:

· Users can create a post in a specific community with an optional image
· Users can view all posts from a community
· Users can open post to interact with them
· Users can view posts from subscribed communities
· Users can delete a post they have created
· Users can vote on a post
· Users can share a post

Comments
The web application has several key features designed to make it easy for users to engage withothers by creating and viewing comments:

· Users can create a comment to reply to a post
· Users can view comments in a post
· Users can delete a comment they created

General
The system has several general features to make the site user-friendly and accessible:

· Logged-in users can view posts from various communities they are subscribed to in thehome feed
· Logged-out users can view posts from all communities in order of likes



Discussion Platform Maruf Bepary

8

· System UI is responsive, hence it can be used on smartphones, tablets, or computers
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Chapter 1: Introduction
1.1 Problems & Objectives
One of the core values of the platform is to facilitate the sharing of knowledge and information[1][2]. Users can ask for help and receive assistance in solving issues, as others who have alreadyexperienced it can provide answers and share their expertise on various topics [1]. Thesediscussions can be neatly collected in their respective communities, making it easier for users tofind the information they need. For example, someone who needs help with a maths problem canask in a Maths community, where mathematicians can provide help [1].
Another key aspect of the platform is learning. Users can learn about different topics or subjectsthey are interested in from others, or inform others about their expertise [1][3]. The platformprovides a way for users to learn from one another, collecting learning material and discussions inits own community [1][3]. For example, someone who needs help with development can ask forhelp in a development-related community.
The platform also facilitates the sharing of knowledge, resources, and ideas with other users,providing a way for users to gain new insights and perspectives on various topics [1][3].Additionally, the platform allows for discussions to take place regardless of a user's background,helping everyone to get involved and learn from the discussions they take part in [4]. Participatingin discussions is far more engaging than just reading about them.
In today's society, it is not uncommon for individuals to face personal attacks for their opinions. Tomitigate this, the platform allows users to express their opinions without fear of being attacked, aspersonal information is not allowed on the platform [4]. People should not be personally attackedor even worse, physically attacked for their views. For example, if someone has strong politicalviews which other people do not agree with, the user should not be attacked on the platform or betracked down.
The platform allows users to create groups of private communities where only specific trustedpeople can join. This allows users to discuss certain topics only with people they trust, providing asecure space for private discussions [1].
Finally, the platform's open-source nature promotes transparency between the users and theplatform [5]. This means that users can be assured that the platform operates ethically and thatthere are no hidden agendas or unethical practices [5]. Unlike many social media platforms thatprioritize maximizing screen time at the expense of the user or invade users' privacy [6], thisplatform is designed to foster a sense of community and facilitate meaningful discussions. Theopen-source nature of the platform also enables users to provide feedback and contribute to theplatform's development themselves [5]. This reflects the overall purpose of the platform, as thediscussions are meant to be open, and the platform promotes collaboration. Open-source projectsare inherently collaborative, and the platform aims to bring people together to learn from oneanother and work on projects together [5].
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1.2 Aims & Goals of the Project
The project aims to create a platform that facilitates discussions and knowledge sharing betweenlike-minded people via communities that encapsulate specific topics [1]. The importance of thisgoal lies in enabling users to find relevant and focused information, fostering productive exchangesand helping users learn from each other [1]. By providing a space where users can ask for help andsolutions from other users in specific communities, the platform makes it easier to connect withpeople who share similar interests and expertise [2].
The platform also aims to make learning more accessible by allowing people to join communitiesof like-minded individuals to learn about topics they are interested in but have minimal backgroundknowledge about [4]. This goal is important because it encourages lifelong learning, personaldevelopment, and skill-building [2]. For instance, someone who is trying to learn aboutprogramming can join a programming community to gain a better understanding of the field [3].
Another aim of the platform is to create a safe environment for users to express their opinionswithout fear of being personally attacked or harassed [4]. This goal is crucial as it promotes ahealthy and respectful online community, enabling users to offer controversial opinions in debate-heavy communities without fear of personal attacks [4]. By not allowing personal information,such as names, dates of birth, and addresses on the platform, users can confidently share their ideasand participate in intense discussions [4].
Additionally, the platform allows groups of friends to join small private communities where theycan carry out discussions [3]. This feature is important as it creates a secure space for privateconversations, catering to users' needs for privacy and trust [4]. These private communities canserve various purposes, such as revision groups, hanging out places, or more organized group chats,and further enhance the platform's value as a versatile tool for different types of interactions [1].
For instance, a platform user interested in gardening could join a gardening community, where theycould ask questions about plant care, share tips on growing specific plants, and discuss sustainablegardening practices. Users could also join communities related to career fields they aspire to enter,such as data science, to network with professionals and learn from their experiences.
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1.3 Rationale
The primary rationale behind a forum site is to create an online space for users to share, discuss,and discover information [1]. This project is built around the idea of community and encouragesusers to participate in meaningful conversations and discussions [3]. The platform allows users topost content and vote on it, allowing the community to decide what content is most valuable [3].This helps create an environment where people can learn from one another, share their opinions,and get feedback from other users [3].
Related topics are encapsulated within certain communities where certain topics are discussed.Communities help to organize content and make it easier for users to find the topics they areinterested in [3]. Communities also help foster a sense of belonging and allow users to connect withothers who share similar interests [3]. Communities are also designed to provide a safe, welcomingenvironment for users to engage in meaningful conversations and discussions [3]. By having avariety of communities, the project creates a platform where users can explore new topics andinterests, find like-minded people, and have meaningful conversations [3]. Without communities,topics would be very messy and hard to find, as more people are in a bigger pool, it would beharder to find like-minded people, there would also be much more irrelevant content, and it wouldoverall provide a worse user/social experience [2].
People should be able to join communities and participate in discussions in a safe and organizedmanner [4]. It should encourage people to learn about different topics and share opinions with otherpeople who are passionate about their interests [4]. This platform can also be used by friends andcolleagues as a useful tool, for example as study groups which would allow for seamlesscollaboration, learning, and growth [4]. People must feel safe on this platform [4].
People should be able to join communities and participate in discussions in a safe and organizedmanner. This is crucial for ensuring that users feel comfortable and confident when using theplatform. A safe and organized environment will encourage users to engage in discussions, sharetheir opinions, and learn about different topics. This, in turn, will lead to a thriving communitywhere users can connect with others who share similar interests and learn from one another.
As personally identifiable information is not stored in the database, it is almost impossible forsomeone to be identified individually [4]. This facilitates controversial discussions as people candiscuss topics without the fear of being abused [4]. Without having access to personal informationsuch as names, date of birth, home address, etc, it is almost impossible to determine who the useris. This makes the platform more private.
Communities can also be private (invite only) where only certain trusted people can join [2]. Thiseliminates the fear of having irrelevant discussions with outsiders [2]. Additionally, it also allowsfor participating in more private or more controversial discussions which should not be known byoutsiders [2]. Furthermore, it can also facilitate learning as users can potentially create revisiongroups that are organized by posts [1]; for example, each post can be a question from a revisionsheet making it easier to discuss in an organized manner and refer back.
Finally, the open-source nature of the platform ensures that the platform operates ethically andtransparently [5]. This allows users to contribute to the development of the platform and offerfeedback, ensuring that the platform evolves to meet the needs of the community it serves [5]. Thiscollaborative approach to platform development reflects the overall purpose of the platform, whichis to bring people together to learn from one another and work on projects together [5].
An example of how communities can help organize content and facilitate meaningful discussions isa community dedicated to discussing literature [2]. In this community, users can discuss specificbooks, authors, and genres, as well as share their favourite quotes, analyses, and interpretations [2].By having a dedicated space for literature enthusiasts, it would be easier for users to find relevantcontent and engage with others who share their passion [2].
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Potential challenges and limitations of the platform could include managing the influx ofinformation and ensuring the quality of content shared by users. As the platform grows, it maybecome difficult to maintain a sense of community, and users may feel overwhelmed by the sheervolume of content. Additionally, moderation and community management would be crucial toprevent the spread of misinformation and maintain a respectful environment. This could requiresignificant resources and collaboration between users and platform administrators.
Another potential limitation could be related to the privacy of users. While the platform aims toprotect user privacy by not storing personal information, ensuring complete anonymity may bechallenging. Users may inadvertently reveal personal details through their posts or interactions,which could lead to privacy concerns.
Moreover, the open-source nature of the platform may present challenges in terms of security andmaintenance [7]. Ensuring that the platform remains secure while being open to contributions fromthe community may require continuous monitoring and evaluation of the codebase to preventvulnerabilities or malicious activities [7].
By considering these potential challenges and limitations, the platform can be better equipped toaddress and overcome these issues, ensuring a more successful implementation and userexperience.



Discussion Platform Maruf Bepary

13

1.4 Survey of Related Systems
This section is an analysis of existing online platforms that are similar in nature to the proposedproject. In this section, the similarities and differences between the proposed project and otherpopular online platforms such as Quora and Discord are compared and evaluated. The aim is tounderstand the strengths and weaknesses of these existing platforms and to identify areas where theproposed project can improve or differentiate itself. By conducting a thorough analysis of relatedsystems, the proposed project can learn from the successes and failures of existing platforms andcreate a unique and effective solution that meets the needs of its target audience.
1.4.1 Quora
Quora is a platform where people can ask and answer questions on a variety of topics [8]. It aims toprovide high-quality and relevant answers from experts and enthusiasts [8]. Users can followtopics, people, or questions that interest them and see personalised content on their feeds [8]. Quoraalso allows users to upvote, comment, share, and edit answers [8].
Quora and this project are both online forum sites that allow users to discuss related topics, ask andanswer questions, and interact with other users. However, there are several differences between thetwo websites that set them apart from each other.
Differences
One of the main differences between the two websites is the user interface. Quora has a morecluttered user interface with several unnecessary features such as 3D avatars and stickers, whichcan create distractions for users [9]. In contrast, this project has a simpler user interface that is morefocused and user-friendly, making it easier for users to navigate and find relevant content. Thisproject also has a more specific target audience, as it is designed for a specific niche or community,while Quora is more general and open to a wider range of topics and discussions [8].
Another difference between the two websites is the privacy settings. Quora provides moreinformation about users such as their full name, when they joined the service, what spaces they aresubscribed to, site usage, etc [10]. On the other hand, this project does not include personallyidentifiable information, and users can only view the username and profile picture of the user,making it harder to track users. This project also allows for greater customization of communities,with the ability to create private or restricted communities, while Quora does not have this feature[8].
Another difference between Quora and this project is the ability to modify posts or comments [8].Unlike Quora, this project does not allow users to edit their posts or comments after they have beenpublished. This is because there are ethical considerations around editing content after it has beenpublished, as it can lead to a lack of transparency and accountability for what has been said orwritten [11]. Allowing users to modify their posts or comments can also create confusion for otherusers who may have read the original content and may not be aware of any changes that have beenmade [11].
This project does not have moderation yet, while Quora has a moderation system where moderatorscan review and remove content that violates community guidelines. Additionally, this project willbe open source, allowing for more transparency between users and the platform and allowing thecommunity to improve and collaborate on it, while Quora is not open source.
Similarities
Both Quora and this project have a voting system where users can upvote or downvote posts, whichcan help determine the relevance and popularity of a post [8].
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In terms of functionality, both Quora and this project allow users to post multimedia content suchas images and have a search function where users can search for specific topics or posts [8].However, this project does not allow messaging other users directly as it is not a messagingplatform, while Quora allows users to follow other users.
Overall, while Quora and this project are both online forum sites for discussion and question-and-answer platforms, they have several differences in terms of the user interface, privacy settings,functionality, and target audience. This project is more focused, user-friendly, and customizable,while Quora is more general, cluttered, and has a wider range of topics and discussions.
1.4.2 Discord
Discord is a platform that allows users to communicate with each other through text, voice andvideo chat [12]. Users can create or join servers that are dedicated to specific topics, interests orcommunities [12]. Discord also offers various features such as bots, emojis, stickers andintegrations with other applications [12]. Discord is popular among gamers, streamers, contentcreators and online learners [12].
Discord and this project are very different types of platforms. Discord is a communicationplatform that allows users to communicate with each other through text, voice, and video chat,while this project is a forum site that allows users to discuss related topics, ask and answerquestions, and interact with other users.
Similarities
One similarity between the two platforms is the communities feature in this project, which is verysimilar to servers in Discord. Both allow users to create or join communities that are dedicated tospecific topics, interests, or communities [12]. This allows users to connect with others who sharesimilar interests and engage in discussions and interactions [12].
Another similarity between the two platforms is the comments within posts in this project, whichare similar to chats within channels in Discord. Both allow users to participate in discussions andexchange information with others [12]. However, this project does not have nested comments,similar to how there are no nested messages in Discord [12].
Differences
Despite these similarities, there are several differences between Discord and this project. Discordincludes chat features such as emojis, stickers, and integrations with other applications, while thisproject does not include chat features as it is not a chatting platform [12]. Discord also includescalling features, allowing users to make voice and video calls with each other [12], while thisproject does not include calling features as it is not a calling platform. Additionally, Discordincludes automated bots, which can perform various tasks, while this project does not include bots.
Another difference between the two platforms is the categorization of content. Discord has sub-categories for channels, which are groups of channels, while this project does not have sub-categories for tags [12].



Discussion Platform Maruf Bepary

15

1.5 User Stories
User stories are short descriptions of a feature or a functionality from the perspective of an enduser. User stories are important because they help to define the value and scope of a product,communicate the needs and expectations of the users, and prioritize the development tasks basedon their relevance and impact.
These user stories describe the functionalities of the end system. Almost all the functionalitiesdescribed here have been implemented (see Features of the End System section). They are eachassigned a priority which helps develop the most important functionality first:

1. Most Important2. Medium Importance3. Least Important / Optional
General

· As a user, I want to be able to participate in discussions without being distracted by sidefeatures (2)
· As a user, I want to be able to participate in discussions openly without being attacked (1)
· As a user, I want to be able to use the system in any platform (1)
· As a user, I want to be able to modify my account to create a personalised profile. (3)

Authentication
· As a user, I want to be able to create an account and log into the site to interact with myfavourite communities (1)
· As a user, I want to be able to create an account quickly and easily to participate indiscussions with minimal friction

Communities
· As a user, I want to be able to create a community to be able to discuss about topics I aminterested in with other people given a community does not already exist (1)
· As a user, I want to be able to find a community to be able to join in discussions I aminterested in (1)
· As a user, I want to be able to subscribe to a community to be able to discuss about topics Iam interested in with other people given a community already exists (1)
· As a user, I would like to be able to unsubscribe to a community if I am no longerinterested in taking part in discussions (1)
· As a user, I want to be able to create private communities where only people I decide canjoin (2)
· As a creator of a community, I want to be able to change the logo of the community tomake it more appropriate a convey the purpose of the community (3)
· As a creator of a community, I want to be able to change the visibility of the community ifI no longer want the discussion to be available for everyone or if I want a publiccommunity discussion to become public. (3)

Posts
· As a user, I want to be able to create a post to discuss a topic with other people in thecommunity (1)
· As a user, I want to be able to add images to posts to convey information that would bedifficult to convey with just text. (1)
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· As a user, I want to be able to delete a post if I think this discussion should not longer takeplace (2)
· As a user, I want to be able to delete a post if I feel like it is irrelevant (2)
· As a user, I want to be able to like or dislike a post based on the relevance or usefulness ofa post (1)
· As a user, I would like to be able to save certain posts in case I need to refer back in thefuture (3)
· As a user, I would like to tag posts so that they can be found more easily. (3)
· As a user, I would like to share a post to invite other people into the discussion. (1)

Comments
· As a user, I want to be able to reply to posts to offer my views on a specific post and start adiscussion (1)
· As a user, I want to be able to reply to other comments to offer views on a comment madefor a post (2)
· As a user, I want to be able to delete a post if I no longer want to be part of the discussion(2)

Profile Management
· As a user, I would like to edit some of my profile information such as username orpassword in order to keep my account secure or if I no longer like the current username (3)
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Chapter 2: Technologies (Web Frameworks)
2.1 Back-End Technologies
The backend of a web app is the part that runs on a server and handles the logic, data storage andcommunication of the app [13]. The backend is responsible for processing user requests, interactingwith databases and APIs, and sending responses to the frontend (the part that runs on a browser anddisplays the user interface) [13]. The backend is important because it enables complexfunctionality, security and scalability of a web app [13]. Without a backend, a web app would belimited to static content and simple interactions that do not require any data manipulation orverification [13].
2.1.1 Current System based on Firebase
Introduction to Firebase
Firebase is a Backend-as-a-Service (BaaS) platform that provides developers with a suite of toolsfor building and managing web and mobile applications [14][23]. Firebase offers a range ofservices including real-time databases, authentication, hosting, storage, and more [15]. Theseservices can be integrated into web or mobile applications with just a few lines of code, allowingdevelopers to focus on building the core functionality of their applications rather than worryingabout managing the backend and making sure it is secure and reliable [15]. Firebase is known forits ease of use, scalability, and real-time capabilities, making it a popular choice among developersfor building and deploying dynamic and fast-paced applications [15].
Services and Tools Offered by Firebase
Firebase offers a suite of services that can be used to build, manage and scale applications. Some ofthe key features of Firebase include real-time database, authentication, hosting, cloud functions,storage, and machine learning [16]. The real-time database provides a way to store and retrievedata in real time, which is ideal for real-time applications such as chat apps and multiplayer games[16]. The authentication service provides a way to authenticate users using email, phone number orsocial media logins [16]. The hosting service provides a way to host and serve web content [16].The cloud functions service provides a way to run backend code in response to events triggered byFirebase features and HTTPS requests [16]. The storage service provides a way to store and servefiles such as images, videos and audio. The machine learning service provides a way to build andtrain machine learning models [16]. With these services and tools, Firebase provides a completesolution for building and deploying web and mobile applications [16].
Use in the Project
The current system uses Firebase for its back-end services. Firebase is easy to start with as itprovides many tools such as authentication, database, cloud functions, etc. as mentioned before[16][23]. This allows for faster development and is well-tested and proven, as many developers useit [15][23]. Additionally, these tools also for faster development as less functionality has to beimplemented as less rigorous testing is required [17][23]. Furthermore, as this is a service, there isless maintenance as this is handled by the provider in this case Google [17].
However, it is a paid service for large applications and the costs add up rapidly [18]. Additionally,the database (Firestore) is non-relational, which may not be suitable for all applications, especiallyfor highly relational data which was the case for this application [18][19]. Firebase may also be lessflexible as it is not custom-built for the exact specifications of the system [18]. Despite theselimitations, Firebase is widely used, and there is a large community of developers with many
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resources and tools available, such as "react-firebase-hooks," that can make development faster andto a higher standard [17].
2.1.2 Previous System based on Flask (Python)
Introduction to Flask
Flask is a micro web framework written in Python that provides a simple and easy-to-use platformfor web development [20]. It is a minimalistic framework that provides only the essential toolsrequired to build a web application, making it a great choice for small to medium-sized projects[20]. Flask is designed to be flexible, allowing developers to easily extend its functionality byadding additional packages or plugins as needed [20]. Additionally, Flask is lightweight and fast,making it a great choice for building high-performance web applications [20]. Due to its ease ofuse and versatility, Flask has become a popular choice for building web applications in Python, andis widely used in the web development community [20].
Services and Tools Offered by Flask
There are several tools and services that Flask provides to assist with development. One of thesetools is routing, which allows you to define and manage the URLs of your application in a simpleand flexible way [20]. Another tool is templating, which enables you to create and render dynamicHTML pages using various templating engines, such as Jinja2 [20]. Flask also supports databaseintegration, which lets you connect to and interact with different types of databases, such as SQLdatabases and NoSQL databases [20]. Moreover, Flask has a middleware architecture that allowsyou to add custom logic to your application at different stages of the request-response cycle [20].Flask also has a built-in debugging mechanism that helps you troubleshoot issues with yourapplication during development [20]. Furthermore, Flask has a large and active community ofdevelopers who have created many extensions that add additional functionality to the framework[20]. These extensions can be easily installed and integrated into your application to provideadditional features and tools [20].
However, it does not provide certain built-in tools and services that are commonly found in full-stack frameworks. These include an ORM (Object-Relational Mapping) to interact with databases,and an administration panel for managing the backend [21]. Flask relies on third-party libraries forthese features, which can make it more flexible but also more complex to set up [21]. Additionally,Flask does not have built-in security features, such as protection against cross-site scripting (XSS)or cross-site request forgery (CSRF) attacks, so these must be implemented manually or withadditional libraries [21]. Furthermore, Flask is not designed to handle large amounts of traffic orcomplex deployment scenarios, so it may not be the best choice for large-scale applications [21].
Use in the Project
The previous system used Flask, which allowed for using the same back-end for multiple interfaces[22]. Flask supports the use of a relational databases, which is more suitable for modelling theapplication. It offers more options for deployment and scalability as it is possible to choosedifferent platforms depending on price and availability, or even build custom servers [22]. Flaskalso allows for more flexibility and can be designed to the exact specification of the system [22].
However, everything would have to be built manually, such as authentication, managing data in thedatabase, and managing security [22][24]. This could also lead to a less stable system that requiresmore rigorous testing to ensure quality, reliability and security [22][24].
2.1.3 Supabase as an Alternative to Firebase
Introduction to Supabase
Supabase is a relatively new backend as a service that provides developers with an alternative toFirebase [25][26]. Like Firebase, Supabase offers a set of tools and services that make it easy for
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developers to build and deploy web applications without having to worry about setting up andmaintaining a custom backend [25][26]. Supabase provides a number of features and benefits thatare similar to Firebase, but with a focus on open-source and fully customizable options [25][26].This allows developers to have more control over their backend while still taking advantage of thebenefits of using a backend as a service [25][26].
Services and Tools Offered by Supabase
Supabase offers a range of services and tools (similar to Firebase) that are designed to simplify andstreamline the backend development process [25][26]. Some of the key services it offers include areal-time database, authentication, file storage, and APIs. The real-time database provides a cloud-based solution for storing and managing data, making it easy to build and scale applications withreal-time data syncing and updates [25][26]. The authentication service offers a secure and flexiblesolution for managing user authentication, with support for passwordless authentication and multi-factor authentication (which are paid in Firebase), it also offers more third-party providerscompared to Firebase [25][26]. The file storage service provides a secure and scalable solution forstoring and managing files, while the APIs allow developers to easily create and manage APIs fortheir applications [25][26]. In addition to these services, Supabase also offers a range of tools formanaging and deploying applications, including a CLI, an API playground, and a dashboard formanaging and monitoring applications [25][26]. With its range of services and tools, Supabaseprovides a comprehensive and flexible solution for building, deploying, and managing applicationsin the cloud [25][26].
Comparison to Firebase
Supabase offers a number of services that are not available on Firebase, making it a morecomprehensive backend as a service solution [25][26]. One of the key features is the advanced SQLinterface, which allows developers to query and manipulate data stored in its PostgreSQL databasesusing SQL [25][26]. This is a major difference from Firebase, which only provides a NoSQLinterface. Supabase also offers built-in user authentication, allowing users to log in with email andpassword or social logins like Google and GitHub [25][26]. This is more extensive than theauthentication provided by Firebase [25][26]. Additionally, Supabase provides a way todynamically create APIs using SQL, making it easier for developers to expose data stored in theirdatabases to other systems [25][26]. This is not available on Firebase. Supabase also allowsdevelopers to use custom domains for their APIs, making it easier to use their APIs in production.This feature is not offered by Firebase [25][26]. Lastly, Supabase provides a collaborative SQLeditor that allows multiple users to work on the same query at the same time, making it easier towork with team members [25][26]. This feature is not available on Firebase [25][26].
Firebase offers a number of services that are not available on Supabase, providing a wider range oftools for developers. Some of these services include Remote Config, which allows developers tochange the behavior and appearance of their app without having to release a new version, DynamicLinks, which create deep links that work across multiple platforms, and App Indexing, whichmakes it easier for users to find and launch an app from Google Search results [25][26].Additionally, Firebase provides Cloud Messaging, a free service that allows developers to sendnotifications and messages to their users, and In-App Messaging, which allows developers to sendtargeted messages to users while they are actively using the app [25][26]. Finally, Firebase alsoprovides a built-in integration with Google Analytics, providing valuable insights into userinteractions with the app [25][26].
How it Could be Used in this Project
Supabase has many of the advantages of Firebase and Flask, such as being a backend as a servicewith tools such as authentication, database, and edge functions included. It is widely used andproven, ensuring a certain level of stability, security, and quality [23]. Unlike Firebase, it uses arelational database based on Postgres, which is more suitable for modelling the application
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[25][26]. Supabase is a newer service and has only recently become viable for large productionapplications. The community is not as large as Firebase, so there are fewer resources and toolsavailable, such as hooks for React [25][26]. Supabase offers more flexible deployment andscalability options as it provides a Docker image, allowing for choosing any cloud provider and notbeing locked into a specific provider like Firebase [25][26]. This could also allow for packaging theentire application in a Docker image [25][26].
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2.2 Front-End Technologies
The front end of a website is the part that users can see and interact with on their browsers [27]. Itincludes elements such as text, images, buttons, menus, forms, and animations [27]. The front endis also called the client-side because it runs on the user's device [27]. It is important to make thefront-end well designed, engaging and accessible as it is what users directly interact with [27].
2.2.1 React Library
React is a popular JavaScript library for building user interfaces and has been widely adopted bydevelopers for building web and mobile applications [28]. React allows developers to createreusable UI components and manage the state of their applications, making it easier to buildcomplex and dynamic user interfaces [29]. React uses a virtual DOM (Document Object Model) toefficiently update the UI and optimize performance [29]. This makes React a fast and reliableoption for building high-performance applications [29].
For this project, both the first prototype and the current system use React. Both also use Reactcomponent libraries for faster and more agile development.
2.2.2 Component Libraries for Both Systems
React component libraries are pre-built and pre-styled UI components that can be easily importedand used in React projects [30]. These libraries provide a set of components with consistent design,behavior, and functionality, making it easier for developers to build user interfaces and ensureconsistency across their applications [30]. React component libraries are a great way to speed updevelopment and reduce the amount of time spent on creating and styling individual components.They also help to maintain a consistent design and user experience, making it easier for users tonavigate and understand the application [30].
As mentioned before, both the current system and the first prototype use React and componentslibraries for faster development and well-tested styling that adheres to accessibility guidelines [30].This means that high-level components do not have to be created from scratch and custom CSSdoes not have to be developed and thoroughly tested [31]. However, the use of component librariesmakes it less flexible, making it harder to implement more complex UI designs that were not addedto the library [31].
Chakra UI
Chakra UI has proven to be easier to use compared to Material UI. It has a smaller library ofcomponents, but this has not been a problem in the current system. Chakra UI is also more flexiblein terms of using custom designs, as it does not follow a set design standard like Material UI butrather allows the developer to build from what is provided. Additionally, Chakra UI provides atheme object that changes the theme of the entire app at once, making it easier to manage theoverall design and reducing the risk of inconsistencies.
Material UI
Material UI, on the other hand, has a larger library of components but this has not been an issue asthe components provided by Chakra UI were adequate [32]. Material UI is also much oldermeaning that there are more resources online but this has not been a major advantage as Chakra UIis also well documented and despite its short existence, it has managed to gain a lot of userscontributing to its resources online [32]. However, it is harder to learn and less flexible in terms ofusing custom designs [32]. Material UI follows a set design standard inspired by Google, whichmay not be suitable for every project making it less flexible than Chakra UI [32]. Material UI alsoprovides a theme object, but it is not as simple to use and requires more configuration to work withdifferent styling solutions [32].
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Alternative Component Libraries
The developer considered several other less popular or less flexible component libraries for React,including Ulkit and Blueprint [33]. Ulkit was found to be very simple and fast, but it only had 30components, making it less viable for complex applications like this project [33]. Blueprint, on theother hand, was mainly used in data visualization, which was not the main focus of this application[33].
2.2.3 Next.JS Compared to Regular React
React has many weaknesses which make it unsuitable for large complex projects such as this one.One of the main weaknesses of React is its lack of structure, as it allows developers to write code inany way they want, which can lead to a cluttered codebase and make it harder to maintain and scalethe project in the future [34]. React is also not a full-fledged framework and requires additionallibraries and tools to handle tasks such as routing, state management, and server-side rendering[34]. These additional tools can lead to a steep learning curve for new developers and can make thedevelopment process more complex [34]. Furthermore, React does not have a built-in solution forSEO optimization, which can make it difficult for search engines to crawl and index the content ofa React-based website. This makes using React very difficult for the first prototype [34].
Next.JS on the other hand, eliminates all the issues and adds missing functionalities to React [34].It is a popular and widely used JavaScript framework for building server-side rendered (SSR) andstatic web applications [34]. It is built on top of React and provides a seamless and simple way tobuild and deploy fast, reliable and scalable web applications [34]. Next.JS provides a set of built-infeatures such as automatic code splitting, optimized performance, and easy-to-use APIs for server-side rendering and data fetching, making it a popular choice for web developers [34]. Additionally,Next.JS also supports static exporting, allowing developers to generate static HTML files that canbe served directly from a CDN, resulting in faster page load times and improved performance [34].
For these reasons, Next.JS was chosen to be used for the final system after running into roadblocksusing regular React for the first project. It has provided a set standard forcing consistency whichwould allow developers to collaborate and contribute to this project in the future [34]. On the firstprototype, the use of regular React was a hindrance and slowed down development as a lot of timewas taken up by configurations and adding missing functionalities to the library by adding otherlibraries [34]. The lack of a standard in the project structure would also make it more difficult fordevelopers to contribute to the project in the future [34].
2.2.4 State Management
State
In React, state is an updatable structure (observable object) that is used to contain data orinformation about the component [35]. State is used by React to control how a component behavesdepending on its current state [35]. This state changes when certain events take place or by specificuser interactions [35]. Once the state changes due to the event, the component would observe thisand re-render [35].
Because state is dynamic, a component can keep track of changing information between renders,thereby keeping it dynamic and interactive [35]. This is what allows the site to be interactive. Forexample, a counter component can use state to store and update the current count value in the userinterface without refreshing the page.
State Management
State management is the process of handling state changes in a React application [36]. Statemanagement involves creating, updating, and accessing the state object in a component [36]. Statemanagement also involves passing state data to other components as props [36]. For example, a
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parent component can pass its state data to a child component as a prop. This allows the state ofone component to change the behaviour of children if necessary [36].
The purpose of state management is to make the application consistent, predictable, and easy todebug [37]. State management helps to avoid unnecessary re-rendering of components and ensuresthat the UI reflects the latest state data [37]. State management also helps to organize andmodularize the code by separating concerns and responsibilities among components [37].Furthermore, using state a manager helps avoid fetching data from the backend caching the datalocally and reusing it across components [39].
React has a built-in tool for managing the state called React Context API [36]. This is not suitablefor large projects for various reasons [38]. One of the reasons is that it is cumbersome to use whenthere are multiple pieces of state that need to be shared across different components [38]. Multiplecontext providers and consumers need to be created, which can result in a lot of boilerplate codeand nested components, and makes it difficult to manage the state [38]. Another reason is that itdoes not support derived or computed state that can depend on other state or external sourcesrequiring additional libraries or custom logic to achieve this functionality [38]. Finally, it can causeunnecessary re-rendering of components that consume the context, even if they don't use the part ofthe state that changed [38].
State Management Tools
A state manager is a tool or library that helps with state management in a React application [37]. Astate manager provides features such as global state, actions, reducers, selectors, middleware, etc.that simplify and optimize state management [37]. For example, Redux is a popular state managerfor React that implements the Flux architecture [37]. The main reason to use a state manager is tohandle complex and large-scale applications that have many components that share and manipulatestate data [37]. A state manager can help with performance optimization by avoiding unnecessaryre-rendering of components [37]. A state manager can also help with code readability andmaintainability by enforcing best practices and patterns for state management [37].
Comparing Recoil to the Built-In React Context API
For this project, Recoil is the state management tool that was used. It provides many advantagesover the Context API built into React [40]. Recoil uses atoms and selectors, which are fine-grainedunits of state that can be subscribed to individually, this prevents unnecessary re-rendering fromcomponents that may be related to a state [40]. Recoil provides one context provider (atom orselector) which can be accessed from any component, this eliminates the need to create multiplecontext providers [40]. Finally, Recoil supports derived state with selectors, which can also handleasynchronous operations and error handling unlike the Context API [40].
Alternative State Management Tools
There are several state management solutions available, each with its own unique features andbenefits.
Redux is one of the most popular state management solutions for React [41]. It provides apredictable and centralized state management system that allows developers to manage the state oftheir applications in a structured way [41]. However, Redux can be difficult to understand andimplement, especially for new React developers [41]. Additionally, it can lead to verbose andcomplex code, making it harder to maintain and debug [41].
Jotai is a relatively new state management solution that provides a simpler and more intuitiveapproach to state management [41]. Unlike Redux, Jotai does not require developers to write a lotof boilerplate code, making it easier to implement and maintain [41]. However, it does not providethe same level of control and flexibility as other state management solutions [41].
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Rematch is another popular state management solution for React [41]. It is based on Redux andprovides a more elegant and developer-friendly API for state management [41]. Rematch alsoprovides a simpler and more intuitive approach to state management, making it easier to use andmaintain than Redux [41]. However, it may not be suitable for complex state managementscenarios [41].
Zustand is another minimalistic state management solution that is easy to use and implement [41].It provides a simple and intuitive API for state management, making it a good choice for small-scale React applications [41]. However, it may not be suitable for large-scale and complexapplications [41].
Recoil was chosen for this project because it provides a unique approach to state management thatcombines the best features of other state management solutions [41]. Recoil provides a simple andintuitive API, like Jotai and Zustand, while also providing the control and flexibility of Redux andRematch [41]. Additionally, Recoil is built and maintained by Facebook, ensuring that it is a robustand well-supported state management solution [41].
In conclusion, the choice of state management solution depends on the specific requirements of theproject. Recoil was chosen for this project because it provided a balanced approach to statemanagement, combining the best features of other popular state management solutions.
2.2.5 Alternative JavaScript UI Libraries and Frameworks
When it comes to alternative UI libraries and frameworks to React, there are several options toconsider.
One such alternative is Svelte [42]. Although it is relatively newer and less used compared toReact, Svelte is a full-stack framework that includes features such as routing and client-sidefunctionality, making it instantly usable with minimal configurations [42][43]. Full-stackframeworks like Next.JS help to build these features on top of React [42][43]. Svelte is easier tolearn as it is better designed and uses a structure similar to HTML instead of JSX [42]. The use ofcomponent libraries also makes React very easy to use [42][43]. Additionally, Svelte is faster thanReact as it compiles to JavaScript without a virtual DOM or runtime libraries [42][43].
Another framework that could have been used is Solid [44]. It is faster than React and includesfeatures such as client-side functionality, for example, handling data storage [44]. Additionally,Solid is more beginner-friendly as it uses regular JavaScript or TypeScript instead of JSX [44].However, most of these issues [44].
Vue is another alternative that is simpler to use compared to JSX, but it uses its own lessstandardized structure [45]. However, it is not suitable for large projects as 2-way data bindingmakes data management harder [45].
Angular is an MVC framework designed for efficient design of the UI [46]. It is more structuredand stricter compared to React, enforcing a consistent structure and coding style, making it easierfor collaboration with larger teams [46]. Angular has built-in features such as routing, proper statemanagement, and form validation, as it is a full-stack framework [46]. However, it also has asteeper learning curve and is more complex compared to other libraries and frameworks due to itsstrict syntax, dependency injection, and directives [46].
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2.3 Database
A database is a tool for collecting and organizing information that can be stored electronically in acomputer system [47]. A database is usually controlled by a database management system (DBMS)that allows users to create, update, delete, and query data [47]. A database can store informationabout people, products, orders, or anything else related to a web application [47]. A webapplication uses a database to store and retrieve data that is needed for its functionality [47]. Forexample, a web application can use a database to store user accounts, preferences, orders,inventory, etc. [47]. A web application can also use a database to perform calculations, generatereports, and display dynamic content on web pages. A web application connects to a database usingvarious methods such as connection strings, drivers, APIs, or frameworks [47].
2.3.1 Relational Database used on First Prototype
A relational database (SQL) is a type of database that stores data in tables, which consist of rowsand columns [48]. Each row represents a record of data, and each column represents a field orattribute of data [48]. A relational database uses a programming language called SQL (StructuredQuery Language) to create, manipulate, and query the data in the tables [48]. SQL is widely usedfor web application development and data analysis [48].
A relational database is used because it allows users to easily access and manipulate data based onlogical relationships between tables [48]. For example, a user can join two tables that share acommon column (such as customer ID) and retrieve information from both tables at once. Arelational database also ensures data integrity and consistency by enforcing rules such as primarykeys, foreign keys, and constraints [48].
Advantages
There are many benefits of using a relational database given they are normalised. Relationaldatabases are more robust as they have higher data integrity (overall completeness, accuracy andconsistency of data) insuring the data is valid and consistent improving its reliability [48][49][50].It also reduces data redundancies by eliminating all data repetitions improving consistency[48][49][50]. This consistency reduces errors where data does not match up or it is not found[48][49][50]. Relational databases are extremely efficient at modelling relationships betweenobjects making them ideal for this type of project [48][49][50].
Disadvantages
However, there are many disadvantages that must be considered when using a relational database.The initial cost is higher as they must be normalised to insure the benefits discussed above[49][50]. relational databases are also less flexible as modifying the schema would requirenormalising the database again [49][50]. Furthermore, fetching data from multiple tables requiresjoining the table which has a negative effect on performance [49][50]. Finally, they are moredifficult to scale horizontally as the database cannot easily be split into multiple smaller databasesand stored in separate servers [49][50].
Use in the Project
As mentioned before, the first prototype of the project used a relational database based on MySQL.This is because relational databases are highly efficient at modelling the highly relational data inthis project [50]. However, designing the database schema was time consuming as it requirednormalising the database as shown in the Relational Database (SQL) section [50]. Additionally, asthis was an agile project, the database schema changed often requiring normalisation to be carriedout multiple times. This rigid schema made it difficult to change the functionality of the project.Refer to Relational Database (SQL) to view the database design.
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2.3.2 Non-Relational Database using on Final System
A non-relational database is a database that does not use the tabular schema of rows and columnsfound in most traditional database systems [51]. Instead, non-relational databases use a storagemodel that is optimized for the specific requirements of the type of data being stored [51]. Non-relational databases are sometimes referred to as “NoSQL” [51]. Non-relational databases are oftenused when large quantities of complex and diverse data need to be organized, or when data isfrequently changed or updated [51]. The data is normally stored in a structure similar to a filesystem [51].
Advantages
Non-relational databases have many advantages. One advantage is that they are are easier to scalevertically, due to the way the data is stored [52]; as mentioned before, the data is stored in a similarway to files in a file-system (folders and documents) which makes it much easier to split intomultiple smaller databases and store them in different servers [52]. Because of its minimal use ofrelations between objects, there is no joining making them much faster than relational databases forlarge amounts of data [52]. The lack of normalisation also makes them more flexible allowing forthe schema to change [52]. Sometimes, non relational databases are used as cache for relationaldatabases when the data is highly relational but there is a lot of data to process [52].
Disadvantages
There are some disadvantages to using non relational databases. The lack of ACID (atomicity,consistency, isolation, durability) transactions across multiple documents or collections make itharder to update related data and can lead to failures due to the lack of integrity and consistency[52]. Due to the lack of the properties mentioned above, querying non relational databases is alsomore difficult, especially in the case of complex queries [52]. Unlike relational database which allwork in a similar way, different non relational databases work in different ways making theecosystem more fragmented [52], for example, Firestore and MongoDB do not function the sameway even if the base concept is the same.
Use in the Project
As mentioned before, the current system uses a non relational database provided by Firebase. Dueto the object modelled in the project being highly relational, querying data was difficult, however,these complex queries were not carried out often [50]. However, the schema was much moreflexible which was vital for this project as the requirements were chaining constantly as the projectwent on meaning that the database was also being extended often, this would have requiredmultiple normalisations procedures if using a relational database [50]. This flexibility alsodecreased development time facilitating Agile development as discussed in the Methodologysection [53]. As mentioned before, this type of database is also more scalable meaning that it wouldbe much easier to reach a wider audience at lower costs [50].
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Chapter 3: Software Engineering
3.1 Methodology
Project management methodologies are approaches used to plan, organize, and execute projectsefficiently [54]. The chosen methodology depends on the project's specific requirements, includingscope, timeline, budget, and stakeholders [54].
There are several different project management methodologies, each with its own strengths andweaknesses [54]. Some are focused on linear, sequential approaches, while others prioritizeflexibility and adaptability [54]. Some methodologies are more suited to larger, more complexprojects, while others are better suited to smaller, more straightforward projects [54].
The key to selecting the appropriate methodology for a given project is to understand the project'sspecific requirements and constraints [54]. Factors to consider when selecting a methodologyinclude the level of clarity of project requirements, the degree of stakeholder involvement, the levelof complexity, and the project timeline and budget [54].
3.1.1 Agile
Agile is a project management approach that values flexibility and collaboration [55]. Itemphasizes adaptation to change and delivering small, incremental improvements to a project,rather than trying to deliver a perfect final product all at once [55]. The Agile approach encouragesregular communication and feedback between team members, allowing for continuousimprovement and adaptation to changing requirements [55]. This approach has become popular insoftware development and is now widely used in other industries as well [55].
Advantages
The Agile methodology used in this project proved advantageous in many ways. By setting short-term deadlines, it encouraged the developer to be productive and efficient in their work [56]. Theapproach also allowed for flexibility in changing project direction and experimenting with newfeatures or functionalities [56]. The methodology was client-facing, which meant that developersconstantly delivered some version of the product for the client's feedback [56]. This constantfeedback helped ensure that the final product met the client's expectations and needs [56].
One of the key benefits of the Agile methodology is its ability to adapt to changing requirements[56]. As the project went along, requirements were discovered, and the developer was able to adjusttheir approach accordingly [56]. The initial plan was not rigid but rather a list of features thatneeded to be implemented [56]. This allowed for more flexibility in adapting to changingrequirements and implementing new features as they were discovered [56].
In addition, mockups were used before development to evaluate what the site would look like as asimple prototype or proof of concept. This allowed for early feedback and changes to be madebefore development, reducing the likelihood of costly changes later on. The feedback frommockups helped ensure that the final product met the client's expectations and needs.
Disadvantages
While the Agile approach has many advantages, it also has some potential downsides. For instance,there is a potential for overlap or unnecessary effort spent on later stages if an early phase needs tobe modified [56]. Additionally, the project timeline can be difficult to determine from the start [56].However, in the case of this project, these potential downsides were not an issue since there wasonly one developer.
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How it Affected the Development
The project followed an Agile approach, as the requirements were discovered during the project'sprogression. The initial plan was a list of features that needed to be implemented, which allowedfor more flexibility in adapting to changing requirements and implementing new features.
Mockups were used to evaluate what the site would look like as a simple prototype or proof ofconcept, which allowed for early feedback and changes to be made before development. Thishybrid approach allowed for constant feedback and experimentation, making it easier to adapt tochanging requirements while also providing a structured plan for the project.
The Agile approach also allowed for ample experimentation, by allowing the developer to trydifferent technologies at a small scale and evaluate what worked without deciding on a technologytoo early on. The initial prototype of the system used Flask for the back-end and React (MaterialUI) for the front end.
The use of a non-relational database also facilitated this Agile workflow, as its flexibility allowedthe system to be changed quickly if there were changes in requirements, while the requirementswere still being discovered and during the experimentation phase. On the other hand, the use of arelational database, as used in the first prototype of the project, was a hindrance to the developmentas each time there was a change, the database required restructuring and redoing the calculationsnecessary to normalize the database, which is something that would have to be done often as therequirements were not finalized.
The use of React component libraries also contributed to this project’s Agile development. This isbecause using component libraries made development faster as components did not have to becreated from scratch and less testing was required as Chakra UI and Material UI already carried outtheir own testing to verify that the components meet accessibility standards
3.1.2 Waterfall
The Waterfall methodology is a sequential approach to project management that follows a strict,linear process from start to finish [57]. The process is divided into distinct phases, with each phaseneeding to be completed before progressing to the next one [57]. The project requirements areestablished early on, and a concrete plan for the project is created from start to finish [57].
Advantages
One of the benefits of the Waterfall methodology is its structured approach, where each phase ofthe project requires a deliverable to progress to the next phase [57]. This makes the workflow morestructured, and it is easier to determine when each phase of the project is complete [57].Additionally, the team establishes project requirements early on, which can save time in the longrun [57].
Disadvantages
However, the rigidity of the plan can also make it difficult to make changes once the plan has beenmade [57]. If an issue with a phase is realized after progressing to the next one, the process cantake longer as the team would have to go back and check where the mistake or error occurred [57].Furthermore, the plan is too rigid, meaning that it can be hard to make changes once the plan hasbeen made [57]. This makes the Waterfall methodology less suitable for projects with constantlyevolving requirements [57].
Reason Why it was Not Used
As mentioned before, the Waterfall methodology was not used due to the evolving nature of theproject requirements. The initial plan was not rigid but rather a list of features that needed to be
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implemented. The requirements of the project were being discovered as the project went along,which would have made it difficult to create a concrete plan from start to finish. Additionally, theproject was being developed by only one developer who could adapt the project requirements asneeded. In this context, the Agile methodology was more suitable since it allowed for moreflexibility in adapting to changing requirements and implementing new features as they werediscovered.
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3.2 Testing
Testing ensures that the system meets a certain quality keeping faults to a minimum and verifyingthat the system meets requirements that were defined [58]. Additionally, tests also document thefunctionality and expected behaviour of the code [58]. Furthermore, it facilitates refactoring code,this is because passing code can be refactored and tested again to verify if the code still functionsthe same way [58].
3.2.1 Unit Testing
Unit testing is a software development practice that involves writing and running small pieces ofcode to verify the functionality and quality of individual units or components of a larger system[59]. A unit can be a function, a class, a module, or any other logical part of the code [59]. Unittesting is important for several reasons: it helps developers find and fix bugs early in thedevelopment process, it improves the design and maintainability of the code by encouragingmodularity and separation of concerns, it facilitates code reuse and refactoring by ensuring thatchanges do not break existing functionality, and it enhances the confidence and reliability of thesoftware by providing evidence that it meets its specifications and requirements [59].
Python
The first prototype of the project was based on Python, hence appropriate libraries were used fortesting. One such library was PyTest, which was used for testing the code due to its easier and moreflexible structure.
On the other hand, UnitTest is a built-in testing library for Python, however, it was not used in theproject due to it being more complex to use and not as powerful or flexible as PyTest [60]. PyTestoffers a more comprehensive and flexible approach to testing, making it easier to test different partsof the code and ensuring that the code is functioning as expected [60].
There are other Python testing libraries available, however, PyTest was selected as the preferredoption due to its ease of use and flexibility [60].
TypeScript
As mentioned before, the current system uses TypeScript meaning that testing libraries appropriatefor this language must be chosen to carry out testing. The two main choices that have beenconsidered are Jest and Vitest.
Jest and Vitest are both popular JavaScript testing frameworks that are used to write and run testsfor JavaScript applications [61]. Jest is a fast and flexible testing framework that provides a simpleand easy-to-use interface for testing applications [61].. It is highly configurable and comes with awide range of features and functionalities that make it a popular choice for many developers [61]..
On the other hand, Vitest is a relatively new testing framework that has been designed specificallyfor testing large-scale JavaScript applications [61]. It is built on top of the popular and well-established Jest framework, and it provides a more robust and scalable approach to testing [61].Vitest is designed to handle complex testing scenarios and it provides a number of advancedfeatures that make it well suited for testing large and complex applications [61].
In terms of advantages, Jest has a lot of community support, making it easier to find resources andsolutions to common problems [61]. Jest also has a large number of plugins and extensions that canbe used to extend its functionality [61]. On the other hand, Vitest provides a more robust andscalable approach to testing, making it well suited for testing large and complex applications [61].
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Vitest also provides a number of advanced features that make it well suited for testing complextesting scenarios [61].
In terms of disadvantages, Jest can be a bit slow for large applications, and its simplicity cansometimes lead to a lack of customization options [61]. Vitest, on the other hand, may have asteeper learning curve for new users, as it provides a more complex and feature-rich approach totesting [61].
In conclusion, Vitest has been chosen as it provides benefits that are more appropriate for thisproject. Due to the scale of this project, its performance its critical and being a newer library thereare not as many old complexities that are not longer needed [61].
3.2.2 User Testing
User testing refers to the process of evaluating a product, application or website by having realusers interact with it [62]. The aim is to collect feedback from users about the product's usability,functionality, and overall satisfaction [62]. User testing is an important step in the developmentprocess as it allows developers to identify any problems or pain points in the product that mayaffect the user experience [62]. This information can then be used to make improvements andoptimize the product for the end-user [62]. By conducting user testing, developers can ensure thatthe product meets the needs and expectations of the target audience and provides a positive userexperience [62]. This helps to increase user satisfaction, loyalty, and the overall success of theproduct. In addition, user testing can also help to identify any potential security or privacy issuesthat may need to be addressed [62].
For this project, user testing was a crucial aspect of the development process. The goal was togather feedback from real users to understand their experience with the system and identify areasfor improvement. To gather this feedback, participants were asked to fill in a questionnaire onGoogle Forms. The questionnaire was designed to gather information about the participant'sexperience with the system, their satisfaction with its features, and any suggestions forimprovements.
To prevent abuse or the same person from voting multiple times, creating bias in the results,participants' emails were taken and used to keep track of who had filled out the questionnaire. Thisensured that the results were accurate and representative of the actual user experience. The use ofGoogle Forms also made it easy to collate and analyse the data, providing valuable insights into theuser experience and the areas that needed improvement. The results of the user testing were thenused to guide further development and ensure that the system was meeting the needs of its users.
Usability of the system
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Based on the results, it can be seen that a majority of the participants found the system to be easy tonavigate with 2 out of 3 participants rating it as "Easy" and 1 out of 3 participants rating it as "VeryEasy". This suggests that the design and structure of the system was user-friendly andstraightforward for the majority of the participants.

Based on the results of the user testing for the project, it appears that the majority of theparticipants found the authentication process to be very easy with 2 out of 3 participants rating it assuch. This suggests that the sign up and login process was well designed and user-friendly. Theremaining participant rated it as easy, indicating that there may have been some minor issues orareas for improvement.
The developer has given the flexible authentication methods for users making the site accessible;the standard email and password authentication is available along with third party providers such asGoogle and GitHub
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Based on the results of the user testing, 2 out of 3 participants found it easy to create a communityon the system, while 1 participant found it very easy. This indicates that the majority of participantshad a positive experience when it came to creating a community on the system. It could be due tothe intuitive interface and clear instructions provided by the system, making it easy for users tounderstand how to create a community.
There are currently tow mechanisms for creating communities. However, when using the site onmobile, there is only one mechanism which does not give the user with multiple options.

Based on the results, it seems that 2 out of 3 participants found it very easy to navigate to acommunity on the system. This indicates a high level of user-friendliness and ease of use for thisparticular aspect of the system. On the other hand, 1 participant found it hard to navigate to acommunity, which could indicate some room for improvement in terms of user experience.
Based on this feedback, a new page for accessing all the communities in the site has been created.Previously, only the top 5 communities could be viewed and this feature was only accessible oncomputers and not smartphones meaning they would have no way of finding communities. The
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new page which was implemented was accessible to both mobile and computer users: mobile userscould use the community directory menu to navigate whereas computer users could the samemethod as mobile as well as using the recommended card on the side and click on a button tonavigate to the same page.

These results suggest that the majority of participants (2 out of 3) found it very easy to create a postin the community. Only 1 participant found it easy to create a post. This indicates that the processfor creating a post in the community is user-friendly and easy to understand for the majority ofusers. This could be a result of clear and intuitive navigation, as well as a simple andstraightforward user interface. The high level of ease in creating posts in the community could alsoindicate that users have a good understanding of how to use the site and that they are able tocomplete tasks with ease.

It appears that all three participants found it very easy to delete a post in the community. This
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suggests that the functionality for deleting posts in the community is well designed and user-friendly. Having an intuitive and easy-to-use interface for managing content within communities isimportant for fostering active and engaged communities. The button for deleting posts is onlyavailable to the users who created the post and it is accessible everywhere across the app.

This suggests that all of the participants found it very easy to comment on a post within acommunity. This indicates a high level of user-friendliness and ease of use for this feature of thesystem. This is because opening a post gives the user a big text field (which is very visible) tocreate a post.

What were technical issues that you encountered if any while using the website?On phone sometimes when pressing the screen some of the boxes didn’t go away.nope- I am not able to view my profile when "My profile" is clicked. - I cannot post to the main feed noradd images or links to the post.
These are examples of technical issues encountered by some users while using the website. Itseems like some users faced difficulties with the interface on their phone and also encounteredissues with their profile and the ability to post to the main feed or add images and links to the post.These technical issues may need to be addressed in order to improve the user experience on thewebsite.
Trying to create a post from the main page opens the communty directory menu as posts can onlybe created within the community page. This probably means that it was not clear enough to theusers that they were supposed to go to the approapriate community. This could potentially beimproved by allowing the user to go the post creation page but giving them a drop down to select acommunity if the were directed from the home page.

What are some improvement you would like to see?More responsive- Functionality. - When the community is created, I need to refresh my page before I am able to seeit in the drop down list. - One may want want a modal that confirms whether they want the
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comment to be deleted. This can help prevent accidental deletion.
Some of the improvements that the participants would like to see are: better responsiveness of thewebsite, improved functionality and an additional confirmation step before deleting a comment toprevent accidental deletion.
Design of the System

Based on the feedback, 2 out of 3 participants found the design of the system easy to accomplishtasks, while 1 out of 3 participants found it very easy. This suggests that the majority of theparticipants found the design to be user-friendly and straightforward. However, there is still roomfor improvement, and some participants may have faced difficulties while using the system.

It appears that 3 out of 3 participants found the visual design of the system to be very appealing andconsistent in terms of colours, typography, and layout. This suggests that the design elements of thesystem are well-coordinated and pleasing to the eye, which can enhance the overall user
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experience.

It can be seen from the feedback that the system provides adequate feedback on user actions, but itcould be improved in certain areas to make it more intuitive and user-friendly. This can includeproviding more clear and immediate feedback after a user performs an action, or making thefeedback more visually appealing and consistent with the overall design of the system.
This could potentially be improved by adding pop up messages confirming when an action wassuccessfully completed for example when deleting an image or creating a post. Adding moreconfirmation dialogues (as mentioned in one of the previous questions) for deleting posts or otheractions would further improve the user experience.

According to the feedback, 2 out of 3 participants found the system to perform very well ondifferent screen sizes and devices, indicating that the site has a good level of responsiveness. This
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is an important aspect of modern web development, as users increasingly access websites from avariety of devices including desktops, laptops, tablets, and smartphones. A responsive designensures that the site can be easily used on all these devices, providing a consistent user experienceregardless of the device being used.

Based on the responses, it seems that the system is considered "accessible" by 2 out of the 3participants and "very accessible" by 1 participant. This suggests that the system incorporatesaccessibility features to some extent, but there is still room for improvement in this area.

What are some improvements you would like to see?Add the ability to save postsA helper guide, or message showing usability would be nice- It would be nice to have a homepage in the system. I was unsure of what I was looking at when Ifirst opened the link so an indication that I am on my feed would also be appreciated. - I like thefact that you can sign in with Google and Github. - I would like to be able to view my profile.
These are great suggestions for improving the system. Having the ability to save posts can beuseful for users who would like to come back to a post later. A helper guide or message indicatingthe usability of the system would also be helpful for new users. A homepage can provide a clearindication to the users of where they are in the system and what they are looking at. The ability tosign in with Google and Github is a great feature, but it would also be helpful to be able to viewone's profile.
Conclusion
The results of the user testing of the project indicate that the system was generally well received byusers. The majority of users found the system easy to navigate and perform tasks, with a few minortechnical issues being reported. The design of the system was found to be visually appealing andconsistent, and the system provided good feedback on user actions. The system performed well ondifferent screen sizes and devices, with some users suggesting improvements in the area ofaccessibility. The results indicate that the system is user-friendly and well designed, but there isroom for improvement in certain areas.
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The sample size of the user testing was small and only included a limited number of participantswho completed the questionnaire. However, there were many more users who used the system andprovided feedback in person, but were not included in the formal user testing results due to thesmall sample size.
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3.3 Version Control System
A version control system is a tool that helps software engineers manage the changes and history oftheir code. It allows them to track, compare, merge and revert different versions of the same project[63]. Version control systems are commonly used because they enable collaboration, backup,documentation and quality assurance in software development [63].
3.3.1 Git
Git is a version control system (VCS) that is widely used in software development to manage andtrack changes to source code over time [64]. It allows developers to collaborate on a codebase bykeeping track of changes made by different contributors and providing tools for managing conflictsand merging changes [64]. Git also enables developers to revert to previous versions of thecodebase and provides a detailed history of changes (and revert to those changes), including whomade the changes and when [64].
Branches
In this project, Git was used extensively to manage the codebase and facilitate collaborationbetween the developer and the supervisor [65]. Each feature was developed in its own branch,allowing for easy tracking of changes and reducing the risk of conflicts when merging changesback to the main branch [65]. Once a feature was implemented and its functionality was verified, itwas merged into the main branch [65]. This approach allowed for a structured developmentprocess, with each feature being implemented and tested separately before being integrated into themain codebase [65]. This also allowed for the asynchronous development of features for paralleldevelopment [65].
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This example highlights the existence of multiple Git branches as multiple tasks and features werebeing developed independently at the same time.
Tags
Tags were also created for marking milestones for each feature that was implemented [66]. Thishelped to keep track of the progress of the project and allowed for easy identification of importantchanges or additions to the codebase [66]. This was vital for tracking the complete history of thefeatures that were implemented such as authentication, communities, posts, etc, without viewingthe commits leading to these functionalities. It also made it easier to roll back to a previous versionof the codebase if necessary [66].

This example demonstrates the different functionalities and sub-functionalities of the authenticationsystem. Each tag shows the exact functionality that was implemented making it easier to locate.
Collaboration
Using Git in this way will be especially beneficial as the project is going to be open source andother developers interested in the project can participate. By having a clear and organized history ofthe codebase, it will be easier for other developers to understand the project and contribute to it[67]. They can easily identify the changes made to the codebase and track the progress of theproject [67]. The use of tags will also make it easier for other developers to identify importantmilestones in the development process [67]. Additionally, the use of Git will allow for easycollaboration between developers, ensuring that the project can continue to evolve and improveover time [67].
3.3.2 Remotes
One major benefit of using a remote for Git, such as GitHub or GitLab, is the ability to collaboratewith other developers [68]. With a remote repository, multiple developers can work on the samecodebase simultaneously, and all changes can be tracked and merged seamlessly [68]. This allowsfor efficient collaboration, even when team members are working remotely or in different timezones [68].
Another advantage of using a remote for Git is the ability to share code with other developers andthe broader open source community [68]. With a remote repository, developers can easily sharetheir code with others, allowing them to contribute to the project and providing opportunities forpeer review and feedback [68].
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Using a remote also enables easy backups and disaster recovery [68]. By storing copies of therepository in the cloud, developers can ensure that their code is always backed up and availableeven in the event of hardware failure or other disasters [68].
Finally, a remote Git repository allows for easy deployment of software [68]. By creating differentbranches of the codebase, developers can manage different environments such as development,testing, and production, making it easier to ensure that the correct version of the code is being usedin each environment [68]. This can help to minimize errors and bugs in the deployed software [68].
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3.4 Code Quality
Code quality is a measure of how well-written, readable, maintainable and reliable a piece of codeis [69]. Code quality can affect various aspects of software development, such as performance,security, usability and scalability [69]. Code quality is important because it can have a directimpact on the success and satisfaction of the end-users, as well as the efficiency and productivity ofthe developers [69][71]. Code quality can be improved by following coding standards and bestpractices, using code analysis tools and testing frameworks, conducting code reviews andrefactoring regularly [69][71].
3.4.1 Linting
A linter is a tool used in software development to analyse source code and flag programmingerrors, bugs, stylistic errors, and suspicious constructs [70][71]. It can detect potential bugs, syntaxerrors, uses of undeclared variables, calls to undefined or deprecated functions, and otherprogramming issues [70][71] Linters perform static analysis, enforce configuration flags, check forcompliance with style guides or security rules, and much more [70][71].
Linters are used to improve code quality and reduce errors before execution [70]. They canimprove readability, remove silly errors before execution and code review, create consistency, givevisibility of codebase health, spread awareness and ownership over code quality, and controltechnical debt [70]. Linters help to standardize code and enforce best practices, ensuring that thecode is more maintainable and efficient, and can save time by reducing the need for manual codereviews. This consistency makes it much easier for other developers to collaborate [70].
First Prototype (Python)
The first prototype of this project was based on Python (Flask) hence the appropriate linter wasselected. Flake8 was chosen as the preferred linter over PyLint due to its advantages [71]. Firstly,Flake8 is easier to use and is more configurable than PyLint [71]. Flake8 also has superior plug-insupport, which means that it can be customized to meet the specific needs of the development team[71]. Additionally, Flake8 is faster than PyLint, which is an important factor when working onlarge codebases [71]. Although PyLint is more comprehensive than Flake8, its strictness can be adisadvantage, and it can be time-consuming to configure camel cases for some codebases [71]. Onthe other hand, Flake8 is not as strict as PyLint, but it can be configured to be more strict if needed[71].
Current Project (Next.JS & TypeScript)
For the current project stack which is based on Next.JS. ESLint was chosen because it is the mostflexible and extensible of the four JavaScript linters compared [72]. It comes with a large numberof custom rules and is easy to install more in the form of plugins [72]. ESLint also includes manyrules that are not available in other linters, making it more useful for detecting problems [72].Additionally, it has the best support for ES6 and is the only tool that supports JSX. The output iseasy to understand, and it supports custom reporters [72]. Although some configuration is required,the article does not mention this as a significant disadvantage [72]. The article also notes that JSCSonly detects coding style violations and not potential bugs, while JSLint and JSHint are lessflexible and less extensible than ESLint [72].
The alternatives were not chosen for various reasons. JSLint lacks customization options and haslimited configuration options [72]. JSHint is more difficult to configure compared to ESLint anddoes not support custom rules. JSCS only detects coding style violations and not potential bugs orerrors, which may be important for some projects [72].
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3.4.2 Unit Testing
Unit testing is a software development practice that involves testing individual units of code inisolation to ensure that they function correctly [59]. By writing automated tests for individualfunctions, classes, or modules, developers can identify and correct errors early in the developmentprocess, leading to better code quality [59].
These are some ways that unit testing leads to better code quality:

· Early detection of bugs: Unit testing allows developers to catch bugs early in thedevelopment process. By testing individual units of code in isolation, developers canidentify and fix errors before they impact other parts of the system. This leads to bettercode quality and reduces the likelihood of bugs in the final product [59].
· Increased confidence in code changes: Unit tests provide a safety net for developers whenmaking changes to the codebase. When a change is made, the relevant unit tests can be runto ensure that the change does not introduce any new bugs or regressions. This increasesdevelopers' confidence in their changes and reduces the likelihood of introducing bugs intothe codebase [59].
· Facilitates refactoring: Unit tests also make it easier to refactor code by providing a way toensure that the code still functions correctly after changes have been made. By running unittests after each refactoring step, developers can ensure that the code still functions correctlyand that any changes have not introduced new bugs [59].
· Better code structure: Writing unit tests requires developers to break down their code intosmaller, more manageable units. This encourages developers to write code that is moremodular and easier to maintain, leading to better code structure and organization [59].
· Better documentation: Unit tests can serve as a form of documentation for the codebase.By reading the tests, developers can understand how the code is intended to function andhow it interacts with other parts of the system. This makes it easier for developers to workwith the codebase and reduces the likelihood of errors [59].

Overall, unit testing is a valuable tool for ensuring code quality. By catching bugs early in thedevelopment process, increasing developers' confidence in code changes, facilitating refactoring,encouraging better code structure, and serving as documentation, unit testing leads to better codequality and a more reliable final product. Testing methodologies are discussed in the Testingsection.
3.4.3 Code Architecture
Code architecture is the practice of designing and organizing the structure of the codebase in a waythat makes it easy to understand, maintain, and scale [73]. It is a critical practice that leads to bettercode quality by improving the readability, maintainability, and scalability of the codebase [73].
These are some reasons why code architecture is important and leads to better code quality:

· Improved code organization: Code architecture makes it easier to organize the codebase ina way that makes it easy to understand and navigate. By grouping related code together andseparating unrelated code, developers can quickly find the code they need, which reducesthe likelihood of errors and bugs [73].
· Easier maintenance: Code architecture also makes it easier to maintain the codebase overtime. By designing the codebase in a way that is modular and easy to understand,developers can quickly identify potential issues, debug the code, and fix bugs, which savestime and effort [73].
· Better scalability: Code architecture helps to facilitate scalability by making it easier to addnew features and modify existing ones. By designing the codebase in a way that is flexibleand easy to modify, developers can quickly make changes to the codebase, which reducesthe time and effort required to scale the application [73].
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· Improved collaboration: Code architecture helps to facilitate collaboration amongdevelopers by making it easier for them to understand and work with each other's code. Bydesigning the codebase in a way that is consistent and well-organized, developers can worktogether more efficiently, which leads to better code quality and faster development cycles[73].
· Better code quality: By improving the organization, maintenance, scalability, andcollaboration of the codebase, code architecture leads to better code quality overall. Thisreduces the likelihood of errors and bugs, which improves the stability and reliability of theapplication [73].

The architecture of this project has been designed to be as modular as possible decreasing couplingand allowing flexibility. This is discussed in more detail in the Diagram Detailing Architecture ofthe Whole System section.
Overall, code architecture is an important practice that leads to better code quality by improving theorganization, maintenance, scalability, and collaboration of the codebase. By making it easier fordevelopers to understand, maintain, and work with the code, code architecture reduces thelikelihood of errors and bugs and improves the stability and reliability of the application. Therefore,developers should prioritize code architecture as a key practice in their development process.
3.4.4 Code Refactoring
Code refactoring is the process of restructuring existing code without changing its externalbehaviour [74]. It is a critical practice that leads to better code quality by improving the readability,maintainability, and scalability of the codebase [74].
These are some reasons why code refactoring is important and leads to better code quality:

· Improved code structure: Code refactoring involves breaking down large and complexcode structures into smaller, more manageable units. By doing so, code becomes moremodular and easier to maintain, understand, and extend. This results in a cleaner codebasethat is easier to work with and reduces the likelihood of bugs and errors [74].
· Better performance: Refactoring can also improve the performance of the codebase byoptimizing algorithms and improving data structures. By identifying and addressingperformance bottlenecks, developers can create a more responsive and efficient application[74].
· Code reuse: Refactoring also makes it easier to reuse code across the application. Bycreating more modular and reusable code, developers can save time and effort by nothaving to re-write code that has already been written [74].
· Increased maintainability: Code refactoring makes it easier to maintain the codebase overtime. By improving the code structure, it becomes easier to identify and fix bugs, add newfeatures, and modify existing functionality [74].
· Reduced technical debt: Technical debt is the cost of maintaining existing code that is hardto understand, modify or maintain. Refactoring can help to reduce technical debt byimproving the code structure and making it easier to maintain, which leads to cost savingsin the long run [74].

In this project, the codebase has been refactored several times to achieve the points made above.React components have been split into sub-components (children) and common functionalitiesbetween components have been encapsulated into React hooks which can be called, more on hooksin the Design Patterns section.
Overall, code refactoring is an important practice that leads to better code quality by improving thestructure, performance, maintainability, and scalability of the codebase. By making the codebasemore modular, easier to understand and maintain, refactoring reduces the likelihood of bugs and
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errors and increases developer productivity. Therefore, developers should prioritize coderefactoring as a key practice in their development process.
3.4.5 Code Documentation
Code documentation refers to the process of providing descriptive and explanatory text about thecodebase to help developers understand the code and how it works [75]. It is a critical practice thatleads to better code quality by improving the readability, maintainability, and scalability of thecodebase [75].
These are some reasons why code documentation is important and leads to better code quality:

· Improved code understandability: Code documentation makes it easier for developers tounderstand how the code works and how it is intended to be used. By providing clear andconcise explanations of code functionality, developers can quickly grasp the purpose of thecode, which reduces the likelihood of errors and bugs [75].
· Easier maintenance: Code documentation also makes it easier to maintain the codebaseover time. By providing documentation that explains the code structure, developers canquickly identify potential issues, debug the code, and fix bugs, which saves time and effort[75].
· Improved collaboration: Code documentation helps to facilitate collaboration amongdevelopers by making it easier for them to understand and work with each other's code. Byproviding documentation that explains how the code works and how it is intended to beused, developers can work together more efficiently, which leads to better code quality andfaster development cycles [75].
· Easier onboarding: Code documentation helps new developers to quickly become familiarwith the codebase, which reduces the learning curve and improves their productivity. Byproviding clear and concise explanations of the code structure, developers can quicklygrasp the purpose of the code and begin contributing to the codebase [75].
· Better code quality: By improving the understandability, maintainability, and collaborationof the codebase, code documentation leads to better code quality overall. This reduces thelikelihood of errors and bugs, which improves the stability and reliability of the application[75].

In this project, documentation has been taken extremely seriously. Each functionality, hook andcomponent has been documented using the JSDoc and its best practices. Documentation for theentire project as a whole has also been written in the form of the main ReadMe file and the projectWiki.
Overall, code documentation is an important practice that leads to better code quality by improvingthe understandability, maintainability, and collaboration of the codebase. By making it easier fordevelopers to understand, maintain, and work with the code, code documentation reduces thelikelihood of errors and bugs and improves the stability and reliability of the application. Therefore,developers should prioritize code documentation as a key practice in their development process.
3.4.6 Design Patterns
Design patterns are proven solutions to common software development problems that can be reusedacross different projects [76]. They are important in software development because they can help toimprove the quality of the codebase by providing a consistent, reliable and maintainable way ofsolving problems [76].
These are some reasons why design patterns are important and lead to better code quality:

· Encourage best practices: Design patterns promote best practices in software development.They encourage developers to use well-established and proven solutions to common
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problems, rather than reinventing the wheel. This leads to code that is more maintainable,reliable, and scalable [76].
· Reusability: Design patterns are reusable solutions that can be used across differentprojects. By using design patterns, developers can create code that is more modular andeasier to maintain, reducing the likelihood of errors and bugs. They also reducedevelopment time by providing a consistent and reliable solution to a problem [76].
· Improves readability: Design patterns help to make the codebase more readable and easierto understand. By using well-established patterns, developers can create code that is easierfor other developers to understand and work with, reducing the likelihood of errors andbugs [76].
· Scalability: Design patterns help to promote scalability by providing solutions that can beeasily modified and extended. This allows developers to create code that is more flexibleand adaptable, reducing the time and effort required to scale the application [76].
· Promotes collaboration: Design patterns help to promote collaboration among developersby providing a common language and approach to solving problems. This allowsdevelopers to work together more efficiently, which leads to better code quality and fasterdevelopment cycles [76].

Design pattern rules have been followed to ensure that the codebase is of high quality ensuring thatit meets the requirements listed above. The design patterns used are discussed in detail in theDesign Patterns section.
Overall, design patterns are an important practice that leads to better code quality by promotingbest practices, reusability, readability, scalability, and collaboration. By providing consistent andreliable solutions to common problems, design patterns reduce the likelihood of errors and bugsand improve the stability and reliability of the application. Therefore, developers should prioritizethe use of design patterns as a key practice in their development process.

3.5 Organising Tasks
Tasks have been organized using the built-in features of GitLab.
Issues
The Issues feature has been used to keep track of features that may need to be implemented andwhat bugs have been found [77]. For each issue, it is possible to discuss possible ways of solvingthe issue with members of the team (if available) or the supervisor [77]. The issues also keep trackof any pull requests, merges or commits that are mentioned that could have possibly fixed the bugor implemented the issue [77]. Once the issue is fixed, it can be closed indicating the bug has beenfixed or the feature has been implemented [77]. Moreover, issue templates have been created toforce a more consistent structure for issues: a template for bugs was implemented specifically forreporting bugs, this forces issuers to organize their issues in a consistent manner and ensures thatall the information required is provided [77]. A feature template was also created the ensuringfeature requests are structured in a consistent fashion and important information is provided [77].
Boards
The Boards feature has been used as a todo list to keep track of the features that need to beimplemented. This makes it easier to organize code and help the supervisor and the developerunderstand what features have been implemented and what is yet to be implemented [77].Additionally, each entry creates an issue which can then be used to discuss and document strategiesto implement said features. Furthermore, once a pull request is merged, this issue can be closed,hence keeping track of what pull requests (and collections of commits) were used to resolve theissue [77].
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Milestones
Other GitLab features can potentially be used in the future for organizing and keeping track oftasks and milestones even more efficiently [78]. For example, GitLab’s Milestone feature can beused; each time there is a major milestone that is met (such as features), and the code is merged forit, a milestone can be ticked off, these milestones can be a group of features, for example, thecommunities milestone has multiple features such as creating a community, deleting a community,subscribing to a community and unsubscribing to a community, all these can be grouped into asingle major milestone [78].
Requirements
Another GitLab feature that can be implemented is the Requirements feature [78]. Therequirements of the project can be specified here and the progress of the features can be comparedagainst the requirements. This helps ensure that the project is meeting the original scope of theproject and that all the criteria are met without implementing any unnecessary features first [78].
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3.6 Deployment
Deploying a website is the process of making a website accessible to the public on the internet [79].It is done to share information, products, services or other content with a wider audience [79]. Todeploy a website, one needs to have a domain name, a web hosting service and the website files.The domain name is the address of the website that users type in their browsers [79]. The webhosting service is the provider that stores the website files on a server and delivers them to theusers' browsers. The website files are the code and content that make up the website [79].
Self Hosting
Self-hosting is the process of setting up and managing your own server to host your website [80].This option provides complete control over the server and the website, but also requires a highlevel of technical expertise and can be time-consuming and expensive to set up and maintain. Somepopular self-hosting providers include DigitalOcean, Vultr, and Linode [80]. The advantages ofself-hosting include complete control over the server and the website, the ability to customize theserver and website to meet specific needs, and the ability to scale resources as needed [80]. Thedisadvantages include the need for technical expertise to set up and maintain the server, the cost ofhardware and software, and the time required to manage and maintain the server [80].
Shared Hosting
Shared hosting is a cost-effective solution for hosting a website, where the resources available onthe server are shared among multiple users [80]. Some popular shared hosting providers includeBluehost, HostGator, and SiteGround [80]. The advantages of shared hosting include low cost, easeof use, and no need for technical expertise. The disadvantages include limited performance andstability due to shared resources, limited customization options, and limited scalability [80].
Virtual Private Server (VPS)
A virtual private server (VPS) is a type of hosting that provides more resources and stability thanshared hosting, but still requires a high level of technical expertise to set up and maintain [80].Some popular VPS providers include AWS, Google Cloud, and Microsoft Azure [80]. Theadvantages of a VPS include better performance and stability compared to shared hosting, theability to customize the server and website to meet specific needs, and the ability to scale resourcesas needed [80]. The disadvantages include the need for technical expertise to set up and maintainthe server, the cost of hardware and software, and the time required to manage and maintain theserver [80].
Managed Hosting
Managed hosting is a fully managed solution for hosting a website, where the provider takes careof all the technical details, including server setup, maintenance, and security. Some popularmanaged hosting providers include Heroku, WP Engine, and Pantheon [80]. The advantages ofmanaged hosting include ease of use, no need for technical expertise, and the ability to focus ondeveloping and promoting the website rather than managing the server [80]. The disadvantagesinclude higher costs compared to other options, limited customization options, and a lack of controlover the server and website [80].
Vercel is a managed hosting provider that specializes in hosting and deploying modern webapplications, including Next.JS applications [80]. Vercel offers a fully managed solution forhosting and deploying websites, and it provides a number of advanced features and functionalitiesthat make it well suited for modern web development [80]. The advantages of using Vercel includeease of use, seamless integration with Next.JS, and a range of advanced features and functionalities[80]. The disadvantages include limited customization options and a higher cost compared to otheroptions [80].
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Chapter 4: End System Development
4.1 Architecture of End System
4.1.1 Design Patterns
Design patterns are general solutions to common problems that arise in software development [76].They provide a reusable and flexible way of structuring code, making it easier to maintain, extendand test [76]. Design patterns also help developers communicate their design ideas moreeffectively, as they can refer to well-known and established concepts instead of explaining everydetail [76]. Design patterns are important because they improve the quality and efficiency ofsoftware systems, as well as the productivity and collaboration of developers [76].
React Components (Composite Pattern)
React components follow the design pattern of the Composite pattern [82]. The Composite patternis a structural design pattern that is used to represent a part-whole hierarchy [82]. In the Compositepattern, individual objects are treated the same as compositions of objects, making it easier tomanage a tree-like structure of objects [82].
In React, components can be nested within each other to form a hierarchy of components [82].Each component can be treated as an individual object, or a composition of smaller components[82]. This allows for complex UI to be constructed from simple building blocks and makes it easierto reuse and manage components [82].
Below is an example that demonstrates a parent navbar component which has several childrencomponents that are its building blocks [82]. State is passed down from this parent componentdown to its children which allows this navbar to be more modular [82].
const Navbar: React.FC = () => {const [user, loading, error] = useAuthState(auth);const { onSelectMenuItem } = useDirectory();
return (<Flexbg="white"height="50px"padding="6px 10px"justify={{ md: "space-between" }}position="sticky"top="4px"zIndex="999"// Rounded propsborder="1px solid"borderColor="gray.300"borderRadius={10}m={{ base: 1, md: 1.5 }}shadow="lg"> <Flexalign="center"width={{ base: "40px", md: "auto" }}mr={{ base: 0, md: 2 }}onClick={() => onSelectMenuItem(defaultMenuItem)}cursor="pointer">



Discussion Platform Maruf Bepary

51

{/* Logo which is always visible */}<Image src="/images/logo.svg" height="30px" alt="Website logo"ml={1} />
{/* Logo name not visible on mobile */}<Imagesrc="/images/logo_text.svg"height="30px"display={{ base: "none", md: "unset" }}alt="Website text logo"/></Flex>{/* Community directory only visible when user is logged in */}{user && <Directory />}<SearchInput />{/* Changes depending on whether user is authenticated or not */}<RightContent user={user} /></Flex>);};

The use of the Composite pattern in React components allows developers to think about the UI interms of small, reusable components, rather than a single, monolithic structure. This makes it easierto build and maintain applications, as changes can be made to individual components withoutaffecting the rest of the application.
This design pattern is important because it promotes the reuse of code and makes it easier tomanage the structure of an application [82]. It also makes it easier to test components in isolation,as each component can be treated as a separate entity [82].
React Hooks (Higher-Order Components)
React Hooks follow the design pattern of Higher-Order Components (HOCs) and Render Props[83]. These design patterns are used to share logic between components, making it easier to reusecode and manage the state of an application [83].

1. Higher-Order Components (HOCs): An HOC is a function that takes a component as anargument and returns a new component with additional props. HOCs allow developers towrap a component with additional functionality, such as data fetching or thememanagement, without having to modify the original component. In React Hooks, theuseState and useEffect hooks can be considered as HOCs that provide state managementand side-effect logic to a component [83].2. Render Props: Render Props is a design pattern that allows a component to pass a functionas a prop to another component, which then gets called to render the UI. In React Hooks,the useContext hook provides similar functionality, allowing components to access andupdate the context data [83].
Both of these design patterns are beneficial because they provide a way to share logic betweencomponents, making it easier to manage the state of an application and reuse code. They also makeit easier to test components in isolation, as the state management and side effects are separatedfrom the UI logic.
below is an example of a hook that handles selecting a file from the user’s file system. This hook isused in various places such as when selecting an image for a post, community icon and user’sprofile picture. Because of this common functionality, a singular hook has been created thathandles selecting the file, checking whether it is an image, checking whether it is within the filesize limits and checking whether it is the correct size (profile pictures are smaller than postimages). This hook is then called in the required places.
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const useSelectFile = (maxHeight: number, maxWidth: number) => {const [selectedFile, setSelectedFile] = useState<string>();const onSelectFile = (event: React.ChangeEvent<HTMLInputElement>) => {
const onSelectFile = (event: React.ChangeEvent<HTMLInputElement>) => {// Logic for uploading and handling files removed due to length ofthe code}
};return {selectedFile,setSelectedFile,onSelectFile,};};export default useSelectFile;

const { selectedFile, setSelectedFile, onSelectFile } = useSelectFile(300,300);

Selecting a file when creating post

Selecting a file when changing community icon
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Selecting a file when changing user profile picture

In conclusion, React Hooks provide a more concise and flexible way to manage state and sharelogic between components compared to the traditional HOCs and Render Props design patterns. Byusing React Hooks, developers can write cleaner and more maintainable code, making it easier tobuild and scale applications [83].
State Management (Flux Design Pattern)
The design pattern used for managing the state in React is the Flux design pattern [84]. The Fluxdesign pattern is a unidirectional data flow architecture that is used to manage the state ofapplications [84].
In Flux, the state of the application is stored in a centralized store, and components can only updatethe state through actions that are dispatched to the store [84]. The store then updates its state, andthe components that depend on the state are re-rendered to reflect the changes. This ensures that thestate of the application is always consistent and predictable [84].
React implements this design pattern through its use of the setState function, which allowscomponents to update their state and trigger a re-render of the UI [84]. The useState hook providesa convenient way to manage the
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state in functional components, making it easier to write clean and maintainable code [84].
This design pattern is important because it helps to maintain the integrity of the state of anapplication and ensures that the state updates in a predictable manner [84]. It also makes it easier todebug and test applications, as the state is managed in a centralized store and the flow of data isunidirectional [84].
The example below demonstrates how Recoil was used as a centralised system for managing thestate of the authentication modal across the app. Some user interactions or events would cause thestate to change, opening or closing it. This is because multiple events can trigger it open forexample, clicking the authentication buttons (in the navbar), voting on a post without being signedin, trying to comment without being signed in or creating a post without being signed in.
import { atom } from "recoil";
export interface AuthModalState {open: boolean;view: "login" | "signup" | "resetPassword";}
const defaultModalState: AuthModalState = {open: false,view: "login",};
export const authModalState = atom<AuthModalState>({key: "authModalState", // unique identifier for the atomdefault: defaultModalState,});
State Management (Observer)
The Observer design pattern is a behavioural pattern that enables communication between objectsin a way that is loosely coupled and easy to maintain [76]. This pattern is useful in situations whereone object needs to notify a group of other objects of changes in its state, without having to knowanything about those objects [76].
The Observer pattern is used extensively in modern web development, particularly in the context ofuser interfaces. In a web application based on React, the Observer pattern can be used to managethe state of the application and ensure that changes to the state are reflected in the user interface[76].
The basic idea behind the Observer pattern is that there is a Subject object that maintains a list ofObservers [76]. When the Subject changes state, it notifies all of its Observers of the change,allowing them to update their state accordingly [76].
In a React application, the Subject object can be represented by a state manager, such as Recoil orthe Context API. The Observers can be represented by React components that are interested inchanges to the state managed by the state manager. In this example, the auth state defined byFirebase tracks the authentication status of the user (whether a user is signed in or not) and theentire application would observe it and depending on this status, the application components wouldbehave differently. An example of such behaviour is displaying the authentication buttons if theuser tries to create a post when signed out.
const [user, loading, error] = useAuthState(auth);
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Trying to create a post without logging in

Trying to create a post while logged in

Multiple Items using the Same React Component (Iterator)
The iterator pattern is a software design pattern that provides a way to access the elements of anaggregate object sequentially without exposing its underlying representation [76]. This pattern iscommonly used to iterate over a collection of objects and perform some operation on each element[76].
In the context of rendering a single React component multiple times with new data, the iteratorpattern can be used to simplify the process of rendering a list of items [76]. Instead of manuallycreating individual components for each item in the list, we can create a single generic componentand use iteration to render it with the data for each item [76].
For example, let's consider a PostItem component that displays a single post with its title, content,post votes and author. To render multiple posts using this component, we can fetch the post datafrom Firestore and create an array of post objects. We can then use the map function to iterate overthe array and render a PostItem component for each post object, passing in the data for that post asprops.
<Stack spacing={3}>{postStateValue.posts.map((item) => (<PostItem
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key={item.id}post={item}userIsCreator={user?.uid === item.creatorId}userVoteValue={postStateValue.postVotes.find((vote) => vote.postId === item.id)?.voteValue}onVote={onVote}onSelectPost={onSelectPost}onDeletePost={onDeletePost}/>))}</Stack>

Multiple posts being rendered using the same component by iterating over available posts objects

The same approach can be used to render comments within posts and lists of communities, using ageneric component for each type of item and iterating over an array of objects to render multipleinstances of the component with different data.
4.1.2 Diagram Detailing Architecture of the Whole System
The system architecture diagram depicts how the various sub-systems in the project functionindependently to deliver the required functionality. The three primary services that have been usedin the project are Authentication, Firestore Database, and Storage. The logic implemented usingTypeScript interacts with these Firebase services to perform specific actions, such as creating anew user in Firebase and adding a corresponding user object in the database when a user signs up.
To illustrate how a particular functionality, such as creating a post, works in this architecture, let'sconsider the following steps:

1. The user interface captures the data for the new post through a form. This data is used toupdate the state of the form.2. The community logic then captures the updated form state and tries to create a new post. Itperforms any necessary checks and validation to ensure the data provided is valid.3. Once the post data is validated, the post's title and description are stored in the Firestoredatabase. If there is an image associated with the post, it is uploaded to Firebase Storage,and the image link is stored in the database as well.
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4. The view posts logic then updates the Recoil state of the application to reflect the newpost's addition. This update is observed by the components and pages in the user interface,which update themselves accordingly.
By implementing this architecture, the system functions efficiently, and changes to data or state arepropagated to all relevant components without any manual intervention. The system remainsloosely coupled and easy to maintain, with each sub-system handling its responsibilitiesindependently. Overall, this architecture ensures that the application is scalable, robust, and capableof meeting the evolving needs of the user base.
UML Diagram

https://drive.google.com/file/d/1ZPDz7WRW9IQxJxf3GukpIK5bempVOoN1/view?usp=sharing

https://drive.google.com/file/d/1ZPDz7WRW9IQxJxf3GukpIK5bempVOoN1/view?usp=sharing
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4.2 Database Design
4.2.1 Relational Database (SQL)
As mentioned before, the first ‘prototype’ system used a relational database for modelling the data(see Back-End Technologies for the rationale behind the choice).
below is the original relational database that was used with the first system [48]. This canpotentially be useful as it can be reused if the system is migrated again to a relational database, forexample if switching to Supabase (see Back-End Technologies). In this case, this schema would beused as a baseline as it not feature complete to allow for implementing the rest of the features. Thisdatabase has not been expanded as a non-relational database was used for the final system.
Achieving ACID compliency is extremely important to ensure the database is robust [85]. ACID(Atomicity, Consistency, Isolation, Durability) is a set of principles that ensures the reliability andconsistency of data in a database [85]. A database that adheres to ACID properties provides severalbenefits, including: allowing multiple people to work on the database without any concerns,reducing the need for manual debugging, and providing an error-free database at all times [85].
Atomicity requires that transactions (such as the insertion or deletion of data) are executedcompletely or not at all, and that the transaction is only visible to other users when it is fullyexecuted [85]. Consistency requires that each transaction moves the database from a consistentstate to another consistent state, ensuring that the database does not contain any conflicting data[85]. Isolation ensures that multiple transactions occurring simultaneously result in the sameoutcome as if they had taken place one after the other, without affecting the final state of thedatabase [85]. Durability requires that data within the database can only be changed as a result of atransaction and is not changeable by external influences, such as power failures or software updates[85].
In conclusion, compliance with ACID properties makes a database reliable and consistent, allowingmultiple users to access and work on the database without any concerns, reducing manualdebugging, and protecting the data from external influences [85].

Explanation of the Database
The system will have users who will interact with the website. This user entity will have manyother fields such as email, password and authentication provider but here the base dependencieswill be discussed. Each user will have a username which will be publicly viewable by other userswhen the user makes posts or comments.
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The community entity in the database allows users to create and subscribe to multiple communities.These communities can have multiple users who can subscribe to them, giving them access to thecommunity's posts. The communities can have different visibility settings, including public (whereanyone can view and post), restricted (where anyone can view but only subscribers can post), orprivate (where only subscribers can view and post). However, this feature was not implemented inthe database to capture the different visibility settings.
The posts entity in the database represents the content created by users in the communities. Eachcommunity will have many posts, but each post only belongs to one community. The posts containa title, content, and other metadata. Users create posts in a community, which other users can thencomment on. This means that a post is created by one user, but a user can create many posts, eachbelonging to a different community. However, this version of the database does not account forusers voting on the post or allowing tags.
The comments entity in the database allows users to respond to the posts. Each comment belongs toboth the user who created it and the post it is commenting on. Additionally, each comment can bereplied to by another comment, creating a hierarchy of comments. This means that a comment canonly belong to a post and optionally to one other comment. The functional dependencies describedcapture the use cases of the site, including the relationship between the comments, users, and posts.
Normalization
Normalisation is a process of organising the data in a database to avoid redundancy, inconsistencyand anomalies [85]. Normalisation involves dividing the data into smaller and simpler tables thatare linked by relationships. The benefits of normalisation are:

· It reduces the amount of storage space needed for the data [85].
· It improves the performance and efficiency of queries and updates [85].
· It ensures the integrity and consistency of the data by avoiding duplication and conflicts[85].
· It facilitates the design and maintenance of the database schema by following a set of rulesand principles [85].

below is the Mathematical calculations used to normalize the database design to achieve ACIDcomplacency. First Normal Form (1NF) is achieved simply by splitting cells in the database anddoes not require any mathematical calculation.
Functional Dependencies
Functional dependencies are a way of expressing constraints or rules that apply to the data in adatabase. A functional dependency means that the value of one attribute (or a set of attributes)determines the value of another attribute (or a set of attributes) [86]. For example, if we have atable with student names and IDs, we can say that the student ID functionally determines thestudent name, because each ID is associated with exactly one name. Functional dependencies areuseful for designing and normalizing databases, as they help to avoid data redundancy andinconsistency.
These are the functional dependencies for modelling the data in the database. This will benormalized using various normalization techniques such as Second Normal Form (2NF), and ThirdNormal Form (3NF).
R(user_id, username, user_name, community_id, community_name,community_description, post_id, post_content, post_edit_status,post_creation, comment_id, comment_content, tag_id, tag_name)
FD = {user_id → username, user_name,
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community_id → community_name, community_description, user_id(Creator),post_id → user_id (Author), post_content, post_edit_status,post_creation, community_idcomment_id → comment_content, post_id, user_idtag_id → tag_name,
community_id, post_idcommunity_id, user_idpost_id, comment_idpost_id, user_idpost_id, tag_idcomment_id, user_idcomment_id (Comment), comment_id (Sub-comment)}

Closures
Closures are a property of relational databases that allow queries to be composed and nestedwithout losing information. A closure means that applying a relational operator to one or morerelations produces another relation as a result. This allows complex queries to be built from simplerones using operators such as selection, projection, join, union, intersection and difference.
(user_id) = {**user_id**, username, user_name}(community_id) = {**community_id**, community_name, community_description,*user_id*, username, user_name}(post_id) = {**post_id**, post_content, post_edit_status, post_creation,*community_id*, community_name, community_description*user_id*, username, user_name}(comment_id) = {**comment_id**, comment_content,*post_id*, post_content, post_edit_status, post_creation,*community_id*, community_name, community_description*user_id*, username, user_name}(tag) = {**tag_id**, tag_name}
comment_id = user_id + community_if + post_id + comment_contenttag_id + comment_id = user_id + community_id + post_id + comment_content+ tag_name
(comment_id, tag_id) = {**comment_id**, comment_content,**tag_id**, tag_name,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation}
Relation
Relationships between entities are a way of describing how different types of data are connected ina database. For example, a customer entity and an order entity may have a relationship thatindicates that each customer can place many orders, and each order belongs to one customer.Relationships can be one-to-one, one-to-many, many-to-one or many-to-many depending on thecardinality of the data. Relationships help to organize and query data efficiently and accurately in adatabase.
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R( **comment_id**, comment_content,**tag_id**, tag_name,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation)
Second Normal Form (2NF)
Helps achieve Consistency by organising the data such that each non-key attribute is dependent onthe entire primary key, rather than just a part of it [87]. This helps to eliminate redundancy andensure that each piece of data is stored in a single location, making it easier to maintain theconsistency of the data over time. In other words, 2NF helps to ensure that a database satisfies theconsistency property of ACID by reducing the chances of inconsistencies and anomalies that mayarise from duplicate data [87].
Requirement: Every non-primary-key attribute is fully functionally dependent on the primary key.
R( **comment_id**, comment_content,**tag_id**, tag_name,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation)
Closures
Original
(comment_id, tag_id) = {**comment_id**, comment_content,**tag_id**, tag_name,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation}Partial Functional Dependency(comment_id) = {**comment_id**, comment_content,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation}(tag_id) = {**tag_id**, tag_name,}
comment_id, tag_idcomment_id → comment_content, user_id, username, user_name, community_id,community_name, community_description, post_id, post_content,post_edit_status, post_creationtag_id → tag_name
Relations
R(comment_id, tag_id)R1( **comment_id**, comment_content,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation
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)R2(**tag_id**, tag_name)
Third Normal Form (3NF)
Helps achieve the Consistency property by reducing data redundancy and eliminatinginconsistencies in the data [88]. By removing redundant data and ensuring that data is stored onlyonce, 3NF helps prevent data anomalies and ensures that data is always consistent. In other words,3NF ensures that the data in a database is accurate, consistent, and in a well-structured format,which helps to maintain the overall reliability and integrity of the data in the database [88].
Requirement: There is no transitive dependency for non-prime attribute
R(comment_id, tag_id)R1( **comment_id**, comment_content,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation)R2(**tag_id**, tag_name)
Closures
(comment_id) = {**comment_id**, comment_content,*user_id*, username, user_name,*community_id*, community_name, community_description,*post_id*, post_content, post_edit_status, post_creation}(post_id) = {**post_id**, post_content, post_edit_status, post_creation,*community_id*, community_name, community_description}(community_id) = {**community_id**, community_name, community_description,*user_id*, username, user_name}(user_id) = {**user_id**, username, user_name}comment_id → post_id → post_content, post_edit_status, post_creationpost_id → community_id → community_name, community_descriptioncommunity_id → user_id → username, user_name
Relations
R(**comment_id**, comment_content, *post_id*)R1(**post_id**, post_content, post_edit_status, post_creation,*community_id*)R3(**community_id**, community_name, community_description, *user_id*)R4(**user_id**, username, user_name)
Final Relations
One to Many / Many to One
Users(**user_id**, username, user_name)Communities(**community_id**, community_name, community_description,*user_id* (Creator))Posts(**post_id**, post_content, post_edit_status, post_creation,*community_id*, *user_id* (Creator))Comments(**comment_id**, comment_content, *user_id* (Creator),*comment_id* (Reply), *post_id* (Reply))
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Tags(**tag_id**, tag_name)
Many to Many
Subscribe_Communities_Users(**community_id**, **user_id**)Likes_Posts_Users(**post_id**, **user_id**)Likes_Comments_Users(comment_id, user_id)Filter_Tags_Posts(**post_id**, **tag_id**)
4.2.2 Non-Relational Database (NoSQL)
As mentioned before, the final system uses a non-relational database provided by Firebase calledFirestore. The rationale for using Firestore was discussed in Non-Relational Database using onFinal System. Firestore is a document database, meaning that it is structured similar to a file system[51]. A collection in Firestore is similar to a folder and can store many related documents, forexample, a collection of "users" can store many user objects [51]. These objects, collected intocollections, are called "documents" [51]. Documents can also contain sub-collections, which wereused in this project to capture certain types of relations when metadata was involved [51]. SinceFirestore is a non-relational database, there was no normalization involved in the design [51].
User object in the `users` collection
The user entity in the system represents the users who interact with the website. Although there areother fields that exist for the user, they are not relevant for the purpose of this description. The userperforms various actions within the system, such as creating and deleting posts and creating anddeleting comments. This entity is the central piece for the user's interaction with the website.
uid: identifies the useremail: email for the userdisabled: whether the account is banneddisplayName: name of the useremailVerified: whether the email was verifiedpasswordHash: hashed password of the userproviderData: metadata provided if the user signed up using 3rd partyprovider
Communities object in the `communities` collection
The communities entity in the system represents the communities that a user can interact with.Each community has a unique name, which serves as its identifier. Each user can subscribe tomultiple communities, and communities can have many subscribers. The `numberOfMembers`field captures the number of subscribers in a community. In a relational database, this would be aderived field, calculated by counting the number of users that are subscribed, but in this case, it is astored field. This means that the data must be manually updated each time a user subscribes orunsubscribes, but it also means that there is no need for extra computation if only the number ofmembers in a community is needed. The users who have subscribed to a community are stored inthe "users" document. The `privacyType` field stores the type of community, with options for"public" (where any user can view and post), "restricted" (where any user can view posts but onlysubscribers can post), and "private" (where only subscribers can view and post).
createdAt: when the community was createdcreatorId: user who created the communityimageURL: URL (from Firabase Storage) for the community logonumberOfMembers: number of users subscribed to the communityprivacyType: whether the community is ‘public’, ‘private’ or ‘restricted’
Posts object in the ‘posts’ collection
The posts entity in the system represents the content created by users within the communities.Users can create posts in communities, and other users can view them. Each post belongs to a
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single community and is created by one user. Posts can be commented on, resulting in manycomments for a single post. The number of comments for a post is stored directly for the samereason as storing the number of subscribers in a community. The comments themselves are storedin the "comments" collection.
A post has a title, the body storing the contents of the post, and an optional image, which is storedin Firebase Storage. Posts can also be voted on by other users, with a vote status captured by thefield "voteStatus." The overall vote status is stored for the same reason as storing the number ofsubscribers in a community. When a post is created, its vote status is initialized to 0, as no user hasliked or disliked the post. When a user votes on a post, the vote status is incremented ordecremented depending on whether the user liked or disliked the post, respectively. The users whovoted on a post are stored in a sub-collection in the "users" document.
uid: uniquely identifies a posttitle: stores the title of the postbody: stores the extra description/content of the postimageURL: optional image that can be postedcreatorId: stores the unique identifier of the user who created the postcreatorUsername: stores the username of creator of the post for quickaccesscreateTime: when the post was createdvoteStatus: overall vote of the post
Comments object in the ‘comments’ collection
The comments entity in the system represents the responses to the posts created by users. Users cancomment on posts, which can be viewed by other users. Each comment belongs to a single post,and a post can have many comments on it. This entity captures the conversation and discussionsrelated to the posts within the communities.
id: unique identifier of the postpostId: identifier to the post the comment belongs topostTitle: title of the post the comment belongs to for quick accesscreatorId: identifier of the user who created the commentcreatorDisplayText: username of the user who created the comment forquick accesstext: comment text itselfcreatedAt: time when the comment was created
`communitySnippets` sub-collection in the `users` collection
The relation between a user and a community is represented in the database. As mentioned earlier,a user can subscribe to multiple communities, and a community can have many users subscribed toit. The user objects are stored in the "users" collection, and these objects contain a"communitySnippet" collection that represents the relations between the user and the communities.The community snippet objects are stored in the following format:"user/userId/communitySnippet/communitySnippetObject". This means that a user can have manycommunity snippet objects, representing multiple relationships.
There is some data repetition in this structure for data that is frequently used, such as the relationbetween a user and a community. If a user is the creator of a community, they are considered theadmin. This information is stored in the community snippet object, allowing for quick access to theinformation without the need for complex computations or queries.
communityId: identifier of the community the user is subscribed toimageURL: logo of the community for quick accessisAdmin: specifying if the user is the admin of this community
`postVotes` sub-collection in the `users` collection
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As mentioned earlier, a user can vote on posts in the system. This means that multiple users canvote on multiple posts. The information about a user's votes is stored in a sub-collection within the"users" object, representing the list of all votes the user has made for posts. The overall post votestatus is stored in the post object. Whether the post was liked is stored in "postVotes," and the valueof "voteValue" is used to calculate the overall value of the post votes. This structure allows for easytracking of the votes made by each user and the overall vote status of each post.
Id: unique identifier for the postcommunityId: community to which the post being liked belongs topostId: identifier to post being voted onvoteValue: whether the post was liked (+1) or disliked (-1)
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4.3 Features of the End System
All the features and todos have been kept track with using GitLab’s built-in features. Boards wasused to keep track of the planned features that need to be implemented. Issues was used to keeptrack of new feature requests or bugs.
Many of the planned features have been implemented. Features have been implemented in order ofpriority specified in the User Stories section. Tags have been created for keeping track of the fullyfunctional features and sub-features.
4.3.1 Authentication and Account Management
The system has several key user authentication and account management features designed toensure that users have a seamless and secure experience:

1. Users can sign up using email and password2. Users can sign up using third party authentication providers such as Google andGitHub3. Users can in using email and password4. Users can log out5. Users can reset their password6. Users can modify their profiles (profile image and username)
Sign Up Screen / Modal

Users can sign up using their email address and a secure password, providing them with access toall of the application's features and functionality.
To make the sign-up process even more convenient, users can also sign up using third-partyauthentication providers such as Google and GitHub. This approach saves users time and effort, asthey can quickly log in using their existing credentials and start using the application right away.
Log In Screen / Modal
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For users who have already created an account, they can easily log in using their email andpassword.
Profile Management Screen/Modal

Once logged in, they can access all of their account information and settings, including the abilityto modify their profile information such as their profile image and username.
Logging Out

To ensure the security of user data, users can also log out of their account at any time.
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Resetting Password

In addition, if users forget their password, they can reset it easily using the password resetfunctionality, which sends them an email with instructions on how to reset their password.
4.3.2 Community
The system has several key community management features designed to promote engagement andcollaboration among users.

1. Users can create communities (different types)2. Users can subscribe and unsubscribe to and from a community3. Admins can change the community logo4. Admins can change community visibility5. Users can view all public and restricted communities
Creating Community

Users can create communities of different types, allowing them to connect with others who share
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similar interests, goals, or backgrounds.
Subscribing & Unsubscribing

To participate in a community, users can subscribe or unsubscribe to and from it. This approachprovides users with control over their community involvement, allowing them to focus oncommunities that are most relevant to their needs.
Community Settings

Community administrators have additional functionality, such as the ability to change thecommunity logo. This feature allows administrators to customize the community's appearance,making it more visually appealing and recognizable to users.
Administrators can also change community visibility, allowing them to control who can see andaccess the community. This feature is particularly useful for communities that have specificmembership criteria or that deal with sensitive or confidential information.
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To make it easy for users to discover and join communities, the web application provides acomprehensive view of all public and restricted communities. Users can browse and search forcommunities based on various criteria, such as topic, size, and membership type.
4.3.3 Posts
The system has several key features designed to make it easy for users to create and view postswithin communities:

1. User can create a post in a specific community with an optional image2. User can view all posts from a community3. User can view posts from subscribed communities4. User can delete a post they have created5. User can vote on a post6. User can share a post
Creating New Posts
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Users can create a new post in a specific community, providing them with a targeted audience fortheir content. They can also add an optional image to their post to make it more visually appealingand engaging.
Viewing Posts from Community Page

To stay up-to-date with the latest posts in a community, users can view all posts from a specificcommunity. This feature provides users with an overview of the latest content in the community,enabling them to engage with others and stay informed on relevant topics.
Viewing Posts from Subscribed Communities in the Home Page

Users can also view posts from subscribed communities, ensuring that they never miss an
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important post from a community they are interested in. This feature helps users stay connected tothe communities they care about, without having to manually check each community for newcontent.
Deleting Posts

Users can delete posts that they have created. This feature is particularly useful for managingcontent that is no longer relevant or accurate, ensuring that communities stay up-to-date andrelevant. Other users cannot delete a post they have no created.
Voting (Liking & Disliking)
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Users can also vote on posts, indicating their approval or disapproval of the content. This featureprovides valuable feedback to post creators, helping them to understand what type of contentresonates with their audience and what does not.
Sharing Posts

Users can share posts (by sending links to posts), enabling them to share valuable content withothers and promote meaningful engagement within communities. This feature provides users withan easy way to share relevant content with their network, contributing to a vibrant and engagedcommunity.
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4.3.4 Comments
The web application has several key features designed to make it easy for users to engage withothers by creating and viewing comments:

1. User can create a comment to reply to a post2. User can view comments in a post3. User can delete a comment they created
Creating Comments

Users can create a new comment in response to a post, enabling them to share their thoughts andfeedback with others.
Viewing Comments
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To view comments associated with a post, users can access the post and see all of the commentsthat have been created in response. This feature provides users with a comprehensive view of theconversation around the post, allowing them to engage with others and stay informed on relevanttopics.
Deleting Comments
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Users can also delete comments that they have created. This feature is particularly useful formanaging content that is no longer relevant or accurate, ensuring that comments stay up-to-dateand relevant. Other users cannot delete comments they have not created.

5. General:
The system has several general features to make the site user friendly and accessible

1. Logged in users can view posts from various communities they are subscribed to inthe home feed2. Logged out users can view posts from all communities in order of likes3. System UI is responsive hence it can be used on smartphones, tablets or computers
Home Feed for Logged in Users
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Users can also view posts from subscribed communities in their home feed, ensuring that theynever miss an important post from a community they are interested in. This feature helps users stayconnected to the communities they care about, without having to manually check each communityfor new content.
Home Feed for Users Who Are Not Logged In

For users who are not logged in, they can still view posts from all communities in order of likes.This feature enables non-logged-in users to browse and search through the most popular postsacross all communities, providing them with valuable insights and information even if they are notsubscribed to any specific communities.
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Responsive Interface

To ensure that the user interface is accessible to all users, the system UI is responsive and can beused on smartphones, tablets, or computers. This feature ensures that users can access and use theapplication regardless of the device they are using, enhancing the overall user experience andaccessibility.
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4.4 User Interface
The website has been designed using usability principles while making it visually pleasing.
4.4.1 Background Blur
Background blur has been used for modals and popup windows in this application for manydifferent reasons:

· Improved focus: Blur backgrounds help to draw the user's attention to the content withinthe modal or window by creating a visual separation from the main interface. This canmake it easier for users to focus on the task at hand, and can also reduce distractions fromother elements on the screen [94].
· Enhanced readability: Blur backgrounds can also help to improve the readability of textand other content within the modal or window. This is because the blurred background actsas a subtle backdrop that reduces the contrast between the text and the background, makingit easier on the eyes and reducing eye strain [94].
· Increased perceived depth: Blur backgrounds can add a sense of depth to the interface,making it feel more three-dimensional and immersive. This can help to create a moreengaging and visually appealing experience for users.
· Improved aesthetics: Blur backgrounds can also contribute to the overall aesthetic appealof the interface, making it look more polished and professional. This can help to increaseuser trust and confidence in the application, and can also make the interface moreenjoyable to use [94].

4.4.2 Typography
Typography is also a technique that was used for making the system more accessible and visuallypleasing:

· Bold headings: By using bold headings, the designer is emphasizing the most importantinformation on the page and making it easy for users to quickly identify the main sectionsof content. This can help to create a visual hierarchy and make the interface more readableand accessible [95].
· Gray for less important information: The use of gray for less important information helpsto de-emphasize this content and create a clear distinction between what is most importantand what is secondary. This can make it easier for users to quickly understand the structureof the page and find the information they are looking for [95].
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· Bold links with red accents: By making links bold and using a red accent color, thedesigner is making them stand out and easy to find. This can help to improve thediscoverability of links and encourage users to interact with them. The use of red also helpsto reinforce the color theme of the application and create a consistent visual style [95].

4.4.3 Responsive UI
Responsiveness is a technique that was used in this project to adapt the interface to different formfactors, such as computers, phones, and tablets [96]. The goal of responsiveness is to create aseamless user experience regardless of the device being used, and to ensure that the content andfunctionality of the website are accessible and usable on a variety of devices and screen sizes [96].In this project, Chakra UI was used as discussed in the Front-End Technologies section. This isdiscussed in more detail in the Features of the End System section.
In this project, flexible grids systems were utilised to structure the content on the page. The gridadjusts dynamically based on the size of the screen, ensuring that the content is rearranged in themost optimal way for the available space [96].
Media queries were also utilised to apply different styles to the website based on the characteristicsof the device being used [96]. For instance, when changing the font size and hiding certainelements on smaller screens to provide a better user experience [96].
Finally, for touch devices, touch-friendly interactions like tap targets, swipe gestures, and pinch-to-zoom were designed [96]. These interactions provide an intuitive and accessible experience forusers, making the website easy and enjoyable to use on all devices [96].



Discussion Platform Maruf Bepary

81

4.5 Future Enhancements
There are some features that are yet to be implemented which hold lower priorities, these aremostly priority 3 (least important) according to the user stories. Most of these were not captured byuser stories.
These functionalities can be assigned a difficulty rate giving a rough estimation of how difficult itwould be to implement such features:

1. Low Difficultly2. Medium Difficultly3. High Difficulty
below is a list of features, functionalities and enhancements that can be added for the future:

· Only allow verified users to create create content (post or comment) (2)
· Add functionality for users to manage communities such as add and change descriptions toclarify what the community is about (1)
· Add functionality for users to reply to other comments to have deeper and more organiseddiscussions (3)
· Add functionality for users to edit posts and comments if they want to change any mistakes(1) o May lead to abuse if the content is changed too much hence it is not certaintyo Will lead to less transparency in the community
· Add functionality to save and add tags to post for better organisation and reference ofcontent (2)
· Add funtionality to manage user profile to modify usernames, password or change profilepicture (2)
· Add functionality for users to moderate content if there is inappropriate or offensivecontent (3)o Users report of on a post or comment and at a certain point, it will automatically bedeleted
· Add a search functionality to quickly search for communities and posts in a community (3)
· Adding notifications if other users reply to a post created by a user or for other updates (3)
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4.6 Running the Site
The site has been deployed on Vercel and it is fully operational:
https://circus-discussion.vercel.app/

https://circus-discussion.vercel.app/
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Chapter 5: Assessment & Evaluation
5.1 Profession Considerations for this Project
One of the main professional considerations for this project was password management. Thedeveloper wanted to ensure that our users could create and access their accounts securely andconveniently. Proper password security measures were handles by Firebase who already testedtheir system and ensured that it meets the technical and legal requirements. Features such aspassword strength were implemented forcing the user to create appropriately strong passwords.
5.1.1 Security & Privacy
Good password management is essential for ensuring the security of a website and the personalinformation of its users [89]. When a website stores passwords in an insecure manner, such assaving them in plain text or using a weak encryption method, it leaves them vulnerable to attackslike hacking or data breaches [89].
If a website fails to manage passwords properly, it can result in a serious security breach [89].Hackers can gain access to sensitive information like user names, passwords, email addresses, andother personal details, which can be used for identity theft, fraud, or phishing attacks. This canharm the reputation of the website and cause a loss of trust among its users [89].
When developing a web application, the security of passwords should be a top priority. This meansusing secure password storage methods, such as hashing and salting, and implementing robustauthentication and authorization systems. Additionally, developers should also consider using toolslike password managers and two-factor authentication to further strengthen the security of thewebsite [89].
An example of such a failure is the 2013 data breach at Yahoo, where the company stored userpasswords using an outdated encryption method that was easily crackable [90]. This resulted in thepersonal information of all three billion of its user accounts being compromised, leading tonumerous lawsuits, a decline in its reputation, and financial losses [90].
Therefore, it is important to prioritize password security when developing a web application byusing secure password storage methods, implementing robust authentication and authorizationsystems, and considering tools like password managers and two-factor authentication to strengthenthe security of the website. This helps to protect user information and avoid the seriousconsequences of a security breach.
5.1.2 Legal
Good password management is also important from a legal perspective, as failing to properlymanage user passwords can result in serious legal consequences [91].
In many countries, there are laws and regulations, such as the General Data Protection Regulation(GDPR) in the European Union and the California Consumer Privacy Act (CCPA) in the UnitedStates, that require organizations to protect the personal information of their users [91][92]. If awebsite fails to properly manage user passwords and a data breach occurs, the organization may beheld legally responsible for the loss of sensitive information and may face fines, lawsuits, andnegative publicity [91][92].
The legal consequences of a security breach can also extend to the development process of |a webapplication [91][92]. For example, if a developer is building a web application and fails toimplement proper security measures, such as using secure password storage methods or
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implementing robust authentication and authorization systems, they may be held liable for anysecurity breaches that occur as a result [91][92].
The 2013 data breach at Yahoo had significant legal consequences in addition to its impact on thecompany's reputation and finances. Due to the nature and scale of the breach, Yahoo faced multiplelawsuits from affected users and state attorneys general, who accused the company of failing toproperly protect user information. The company was also required to pay substantial fines as part ofsettlement agreements [90][92]. In addition, the data breach at Yahoo was a clear violation ofprivacy and data protection laws, such as the General Data Protection Regulation (GDPR) in theEuropean Union and the California Consumer Privacy Act (CCPA) in the United States. Theselaws require organizations to protect the personal information of their users and impose significantfines and penalties for data breaches [90][92].
Therefore, it was important to be aware of the legal implications of poor password managementand to prioritize security measures when building a web application. This includes followingindustry best practices and implementing the necessary security measures to protect userinformation and avoid legal consequences.
5.1.3 Ethical
Good password management is also important from an ethical perspective, as failing to properlymanage user passwords can have significant ethical consequences.
In an ethical context, organizations have a responsibility to protect the personal information of theirusers and ensure that their data is handled in a responsible and trustworthy manner [92]. If awebsite fails to properly manage user passwords and a data breach occurs, this can result in the lossof sensitive information and a breach of trust between the organization and its users [92].
The ethical consequences of poor password management can also extend to the developmentprocess of a web application [92]. If a developer is building a web application and fails toimplement proper security measures, such as using secure password storage methods orimplementing robust authentication and authorization systems, they may be contributing to the lossof sensitive information and violating the trust of users [92].
Therefore, it was important to prioritize ethical considerations when building the system and totake the necessary steps to protect user information and maintain the trust of their users. Thisincludes following industry best practices and implementing the necessary security measures toensure the confidentiality and privacy of user data.
5.1.4 Improvements for the Current System
There are several security improvements that can be made to enhance the security of the system:

· Email Verification: Adding email verification to your website can help prevent the creationof fake accounts and reduce the risk of spam and malicious activity. This can beaccomplished by requiring new users to confirm their email address before they can accesstheir account.
· Two-Factor Authentication (2FA): Implementing 2FA can add an extra layer of security touser accounts by requiring users to provide a second factor of authentication, such as acode sent to their phone, in addition to their password. This can help prevent unauthorizedaccess to user accounts even if their password is compromised [93].

Implementing these features can help ensure the security and stability of the website and provide asafer environment for your users. However, it is important to continuously monitor and update thesystem’s security measures to stay ahead of evolving security threats.
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It's worth noting that as an open source project, users are ultimately responsible for their ownsecurity and should take steps to protect their own personal information and accounts..
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5.2 Diary
5.2.1 August 2022
In August 2022, I took the time to learn about Docker and its use for containerization. Thistechnology has become increasingly important in the development world, as it allows forapplications to be packaged and run consistently across different environments. I was able tounderstand how containers can be used to isolate and manage dependencies, making it easier todeploy and maintain applications.
Additionally, I learned about CI/CD pipelines and how they can be used to automate the build,testing, and deployment of applications. This technology is becoming more and more popular, as itcan help to speed up the development process and reduce errors. I was able to understand thedifferent stages of a CI/CD pipeline and how to set one up for a project.
Lastly, I studied APIs and routing. I learned about how APIs can be used to exchange data betweendifferent systems, and how routing can be used to control the flow of requests in an application.This knowledge will be useful as I continue to develop and maintain websites, as APIs and routingare becoming more common in web development.
5.2.2 September 2022
In September 2022, I had an idea for a new project and decided to pursue it. I spent some timeresearching and planning, making sure that I had a clear understanding of what I wanted to achieve.
On the 17th of September, I started learning Flask for the back end of the project. Flask is a popularPython framework for web development, and I was eager to learn more about it. I was impressedby its simplicity and flexibility, and I felt confident that it would be the right choice for my project.
In addition to learning Flask, I also started learning some basic React for the front end. React is aJavaScript library for building user interfaces, and it has become one of the most popular choicesfor front end development. I was excited to learn about its component-based architecture and how itcan be used to create dynamic and interactive user experiences.
5.2.3 October 2022
In October 2022, I set up a Poetry project locally for experimentation. Poetry is a package managerfor Python that makes it easier to manage dependencies and packages for a project. I found it to bea useful tool for organizing and maintaining my project, and I was able to start experimenting withdifferent ideas and technologies.
On the 4th of October, I started working on the project plan. I wanted to make sure that I had aclear roadmap for the project and that I knew what steps I needed to take to reach my goals. I spentsome time researching and brainstorming, and I was able to come up with a comprehensive plan.
Finally, on the 7th of October, I submitted the project plan. I was pleased with the amount of workI had done so far, and I felt confident that I was on the right track. I was excited to move forwardwith the project and start bringing my ideas to life.
5.2.4 November 2022
In November 2022, I continued my learning journey by focusing on GitLab CI. I wanted to learnhow to implement CI/CD pipelines with Docker containers, and GitLab CI seemed like the perfecttool for the job. I was able to understand how to set up pipelines and automate the deployment ofmy application.
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I also realized that I needed to learn data mocking for testing APIs. This is an important techniquein software development that allows developers to simulate the behaviour of an API withoutactually calling the real API. I understood that this would be essential for testing the APIs that Iwas developing for my project. Mocking using PyTest was relatively simple, especially comparedto Jest in JavaScript.
On the 29th of November, I finished experimenting with the Material React library for the frontend. I was pleased with what I had learned, but I was also exploring other options as it was notgiving the flexability I needed. I was interested in Flutter Web and Svelte, two relatively newtechnologies that are gaining popularity in the web development community. I wanted to learnmore about them and see if they could be a good fit for my project.
5.2.5 December 2022
In December 2022, I started a new project using Next.JS, TypeScript, Firebase v9, and Recoil3. Iwanted to use Next.JS because it provides a more structured development experience and offersfeatures that are not available with regular React. I also wanted to use TypeScript for its static typechecking capabilities, which can help catch errors early in the development process. The rationalbehind choosing these tools is discussed in Technologies (Web Frameworks) section.
Lastly, I decided to use Recoil for state management. I learned that Recoil provides more advancedstate management than React, which is required for this complex application. I was able tounderstand how Recoil works and how it can be used to manage state in a scalable and efficientway. This was extremely useful to make the site more responsive and it was very simple tounderstand.
Overall, I was excited to start this new project and put my skills to the test. I was confident that thecombination of Next.JS, TypeScript, Firebase v9, and Recoil would help me to create a high-quality, robust application.
5.2.6 January 2023
In January 2023, I made significant progress on my project. On the 12th, I successfullyimplemented authentication via Firebase, including log in and sign up, as well as third-partyauthentication providers. I was pleased with my progress and felt confident in my ability to addmore features to the application. The documentation provided by Firebase and react-firebase-hookswas very simple to understand and using Chakra UI to build the frontend was a breeze.
However, on the 13th, I encountered a major setback. I attempted to implement password reset, butI ran into a bug that caused the whole project to fail. The bug was too difficult to fix, and I wasforced to start over from scratch.
Despite this setback, I was determined to keep going. On the 30th of January, I startedreimplementing the whole project from scratch. This time, I was able to fully implementauthentication, including sign up with email and password, log in with email and password, and theability to continue with Google and GitHub. I also successfully implemented password reset, whichhad been a challenge for me previously.
I was proud of my progress and felt that I had learned a lot from my experiences. I was eager tocontinue building and improving the application, and I was confident that I would be able toovercome any future challenges that came my way.
5.2.7 February 2023
In the month of January 2023, a lot of progress was made on the project. On the 1st, I implementedthe functionality to create a community via a modal. The modal allowed the user to select whichtype of community should be created (public, private, or restricted) and added checks for thecharacter limit and length of a community name. I also prevented special characters in community
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names, as they could be used to create weird communities. Community names are unique and areused as keys. Creating communities was very simple both in the frontend and backend.
On the 5th, I added a project wiki with instructions on how to set up and run the project. This canbe used by other people to configure the project and for my future reference. I also added issuetemplates for bugs and features, which provides a consistent structure for issues and makes it easierto track them. I also added a license. I implemented the functionality to subscribe and unsubscribeto and from communities.
I started adding documentation for community functionality on the 6th and researched about testingtechniques for the current stack (Next.JS + Firebase) on the 8th. On the 14th, I added properpassword verification which was simple but it required me learning regex, using a library wouldhave been simpler. On the 15th, I finished the implementation and documentation of communityfunctionality. Writing the documentation was tedious but an important step that had to be done.
On the 16th, I created a post page where users could create posts for a specific community. I alsoallowed uploading and removing images, which is required for creating posts with images. I addedfunctionality to create posts in the backend and display the posts for a community in the maincommunity page. I also added functionality to delete a post if the user is the creator of the post.This functionality was simple for the most part, but it required a lot of work and it would have beenimpossible to parallelise.
On the 18th, I created an "about" component for the community page, which displays informationabout the community. I made the navbar always visible while scrolling and refactored the uploadand delete image into its own hook as it is used by multiple components. I also added functionalityfor community admins in the "about" component. This was also simple to implement as only somesimple data from Firebase had to be fetched. Adding community description would have also beena nice feature but this would have required me to allow the user to insert this description, it wouldhave also required the community state to be updated which could result in complications (since itis a foundational part of the codebase).
I fixed a bug with the navbar on the 19th and implemented the functionality to vote on posts on the20th, this was the most difficult part of the project. This is because implementing votingfunctionality is a highly relational operation which as discussed in Non-Relational Database usingon Final System is not simple to do with Firestore. I was required to store the total number of likesin the post document, store every post the user has voted to in the users, whether they liked ordisliked to post and use this to update the overall vote. For example, if the user disliked the post,the vote status of the post (which is stored in the post) would be decremented by fetching the vote(+1 for like or -1 for dislike) from the users collection. If the post was already liked by a user, andthe same user dislikes it, then it would be decremented by 2 (to undo the like and then dislike). Incontrast, the frontend functionality for this was extremely simple. Furthermore, I also allowed theuser to comment which was very simple on a post and fixed a bug where the border for the postitem did not match the comment input component.
On the 21st, I fixed the styling for comments in the single post page and added communityfunctionality to the previous community directory menu component. I also implemented a homefeed for unauthenticated users and a homepage for authenticated users. All these functionalitieswere not difficult to implement as they are continuations of previous functionalities.
I deployed the site to Vercel on the 22nd after fixing build errors and linting issues, these were veryeasy to fix but they had to be located from across the application. I fixed a bug where the userwould not be able to open a post if they were not authenticated and added documentation up to thispoint, this was simple to implement by making the user status optional.
In the following days, I worked on general styling for the application, including the user menu, thenavbar, the modals, and the page layout. I refactored code to make it more modular and added
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missing input field styling. I also implemented the functionality for the admin to delete thecommunity image and added a button to take the user back from the create post page to thecorresponding community.
5.2.8 March 2023
In March, several improvements and bug fixes were made to the website. The UI was refined byadjusting shadows to make the site more legible and improve its overall look. The shadows wereused to provide user feedback on focused elements and highlight the importance of certain actions.Implementing these changes was straightforward, as the app was already following accessibilityguidelines. Modifications were also made to ensure that the theming of the app was consistent. Forinstance, the post link and text form for post creation were adjusted to better align with the app'soverall theme.
Other enhancements included centering the 'view more communities' button for added symmetry,displaying the user's profile picture in the navbar, and adding a profile modal for users to viewdetails such as their profile picture, email, and username. These features were relatively easy toimplement, as they mainly involved fetching data already available in the database. The postcreation time display was also updated to show how long ago a post was created rather than theexact time, making it more user-friendly.
The option for users to edit the current community they are visiting was added if they are theadmin. While updating the privacy type of the community was easy to implement, updating thecommunity image proved more challenging. This required finding all instances of the currentcommunity in the user's subscribed communities and changing the image. Another improvementthat could be made is verifying if the current user is subscribed to the community before allowingthem to navigate to a private community.
Several bug fixes were also implemented, such as fixing error messages when using third-partyauthentication, adding custom toast notifications for user feedback, and fixing a bug where the sitewould crash if the post link was invalid. Additionally, the ability to share posts by copying the postlink to the clipboard was added, and a 'not found' page was created to handle invalid pages.
Users were given the ability to update their community, which included changing or deleting theirprofile image and changing their username. While these updates were relatively easy to implement,updating the email address and creating a state to store details about the currently logged-in userlocally could be considered for future implementation.
Towards the end of March, configuring testing proved to be difficult due to unclear documentationand fragmented resources. Efforts to set up testing and mock data to remove reliance on the realbackend were carried out up to March 31st.
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5.3 Self-Evaluation
The purpose of this self evaluation is to reflect on what has been improved since the last time andwhat could be improved in the future. The evaluator will use specific examples and evidence tosupport their assessment of their strengths and weaknesses. The evaluator will also identify theirgoals and action plans for further development and growth.
What can be improved:

· The developer could try to optimize the code more. Even after refactoring the code, it ismentioned that some components were 300 lines, which could make it difficult tounderstand and modify the code.
· The developer could also try to find more efficient ways to implement features. Forexample, the voting functionality was extremely difficult to implement despite seemingeasy.
· The developer may consider Supabase as an alternative to Firebase as it is moreappropriate for this project
· The developer could implement better DI/CD pipelines to make the development processmore efficient

What was improved from last time:
· The developer has implemented more features at a high standard compared to the originalPython based prototype
· The current system is much more robust than the original one as it is more stable and hasfewer bugs
· The current system is better designed compared to the original one the components are ofhigher quality and the overall layout is better structured
· The overall development was more agile (faster and more flexible)
· The developer has significantly improved their skills in various technologies such as React,Next.JS, Firebase, and TypeScript.
· The developer has also made the code base more modular and efficient by refactoring thecode.
· The developer has also added several new features such as a page to view all communities,the option to view all communities in the directory menu, and the ability to create a postfrom the home page.
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Chapter 6: Project Management
6.1 Risks and Mitigations
There are potential risks that can take place which must be accounted for my implementingmitigation techniques if it is no possible to avoid the risk entirely. .
Not Finishing on Time
The most likely and serious would be not finishing the project on time. The deadline of the projectis strict hence the product must be delivered on time. This risk must be avoided. The plan was toallows for extra time in case there are other risk which increase the time of development. There is asoft deadline 3 weeks before the hard deadline which would allow for extra time in case it isrequired. Almost all of the major functionalities have been implemented by now meaning theproject is complete for the most part.
Project not Meeting the Requirements/Scope
Projects can often go off track, especially if the requirements and scope are not clearly defined.This can lead to wasted time and resources, as well as disappointment from stakeholders. Tomitigate this risk, it is important to have frequent reviews of the project and compare it against therequirements and scope. This allows for the team to catch any deviations early on and makenecessary adjustments before it becomes a larger problem.
One way to ensure that the project stays on track is by using a Requirements management tool suchas the one built into GitHub and GitLab. This tool allows for the team to clearly define and trackrequirements and makes it easier to see when the project deviates from the original plan. Anotherway is to have regular check-ins with stakeholders to ensure that the project is still aligned withtheir needs and expectations.
It is also important to have a clear and effective communication plan in place. This helps ensurethat everyone is on the same page and that any changes or deviations are discussed and addressedpromptly. Additionally, having a flexible project management approach, such as Agile (which wasfollowed in this project), can also help mitigate this risk as it allows for changes to be incorporatedeasily.
Technical Failures
Technical failures can have a significant impact on the project and its ability to meet its objectives.When components within the codebase fail, it can lead to unexpected behaviour and errors that cannegatively impact the user experience. To mitigate this risk, it is important to have a robust testingprocess in place. This includes incorporating unit testing into the development process to ensurethat each component is thoroughly tested before being integrated into the larger codebase.
Unit testing is a critical aspect of software development that involves writing tests for individualcomponents or units of code to verify that they work as expected. By conducting unit tests,developers can catch and fix bugs early in the development process, reducing the risk of technicalfailures. Additionally, unit tests serve as a form of documentation and can provide confidence inmaking changes to the codebase in the future. Furthermore, user testing was also carried out tocapture any faults in the code that were not captured by unit tests and to receive non-technicalfeedback about the project such as design of the system, usability, etc. More on Testing to see howit helped in this project.
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Conducting user testing has also helped in this project. This has allowed users to try out the systemand find any bugs. From the user testing that was carried out, it does not appear there to be anytechnical failures in functionality. More on User Testing to understand how it has helped.
Another way to mitigate the risk of technical failures is to implement continuous integration andcontinuous deployment (CI/CD) pipelines. CI/CD pipelines automate the testing and deploymentprocess, reducing the risk of human error and ensuring that the codebase is always in a deployablestate. Furthermore, implementing monitoring and logging can also help identify and fix technicalfailures quickly, reducing the risk of downtime and improving the overall stability of the system. Inthis project, Vercel (the deployment provider) has carried out build and lint testing automaticallyevery time there was new code pushed to the repository. This insured that there was a certain levelof quality with the product and that it would function correctly in production.
Breaches
Security breaches are a major concern for any online system that stores sensitive user information.In the first prototype of this project where the back-end was custom, the risk of a security breachwas mitigated by hashing all passwords and not storing personal information such as names,addresses, and dates of birth. This means that even if a breach were to occur, the information storedin the database would not be easily usable for malicious actors.
In the current system based on Firebase, the security and breach protections and mitigations arehandled by Google. Google has a team of security experts who are constantly monitoring theFirebase infrastructure to prevent security breaches and other security-related incidents.
However, it is still important to implement additional security measures to further reduce the risk ofa security breach. This can include implementing encryption for sensitive data, implementingaccess control mechanisms (Firestore Rules) to restrict access to sensitive data, and regularlyconducting security audits to identify potential vulnerabilities in the system. By implementing thesemeasures, the project can ensure that user data is protected and that the risk of a security breach isminimized.
Disasters
In case of disasters such as natural calamities, power outages, or other events that can impact theinfrastructure, the current project has several mitigations in place. Firstly, the codebase is stored onGithub and Gitlab, which provide robust version control and disaster recovery capabilities. In caseof data loss or system failure, the codebase can be recovered from these platforms.
Moreover, the backend of the system is handled by Google and its Firebase platform, which has aproven track record of providing reliable and secure infrastructure. Google has multiple datacenters across the world and employs advanced technologies such as load balancing and automaticfailover to ensure that the system remains available even in case of disasters.
Finally, the front-end of the system is handled by Vercel, which is a well-established platform forhosting web applications. Vercel has a robust infrastructure that can handle large amounts of trafficand provides automatic scaling to handle any unexpected spikes in traffic. This means that even incase of disasters, the system is likely to remain available and accessible to users.
In conclusion, while disasters can pose a risk to any system, the current project has severalmitigations in place to minimize the impact of these events and ensure that the system remainsavailable and accessible to users even in case of disasters.



Discussion Platform Maruf Bepary

93

Bibliography
[1] StudyBuff. What Is a Discussion Forum? https://studybuff.com/what-is-a-discussion-forum/
[2] Disciple Media. Benefits of Forum. https://www.disciplemedia.com/building-your-community/benefits-of-forum/
[3] Short Fact. What is the purpose of discussion forums? https://short-fact.com/what-is-the-purpose-of-discussion-forums/
[4] Listen and Learn Research. Why Do People Use Forums?https://listenandlearnresearch.com/why-do-people-use-forums/
[5] OpenSource.com. Security, transparency, and open source: Understanding the value of audits.https://opensource.com/article/21/6/security-transparency
[6] Reputation Defender. Top Five Social Media Privacy Concerns.https://www.reputationdefender.com/blog/privacy/top-five-social-media-privacy-concerns
[7] FreeCodeCamp. How to Maintain an Open Source Project.https://www.freecodecamp.org/news/how-to-maintain-an-open-source-project/
[8] Javatpoint. Quora. https://www.javatpoint.com/quora
[9] Quora. Why is Quora's user interface not attractive as compared to that of Facebook? AreFacebook designers better? https://www.quora.com/Why-is-Quoras-user-interface-not-attractive-as-compared-to-that-of-Facebook-Are-Facebook-designers-better
[10] Quora. What data does Quora collect on me? How does Quora use my data?https://help.quora.com/hc/en-us/articles/360000839483-What-data-does-Quora-collect-on-me-How-does-Quora-use-my-data
[11] Sethi S, Sharma R. Social media and its role in medical research. J Educ Health Promot.2019;8:47. https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6428478/
[12] How-To Geek. What is Discord, and Is It Only for Gamers?https://www.howtogeek.com/659237/what-is-discord-and-is-it-only-for-gamers/
[13] Codecademy. What is Back End? https://www.codecademy.com/resources/blog/what-is-back-end/
[14] Cloudflare. Backend-as-a-Service (BaaS).https://www.cloudflare.com/learning/serverless/glossary/backend-as-a-service-baas/
[15] GeeksforGeeks. Firebase Introduction. https://www.geeksforgeeks.org/firebase-introduction/
[16] Firebase. Products & Solutions. https://firebase.google.com/products-build
[17] Cloudflare. Backend-as-a-Service (BaaS).https://www.cloudflare.com/learning/serverless/glossary/backend-as-a-service-baas/
[18] Back4app. Firebase Advantages and Disadvantages. https://blog.back4app.com/firebase-advantages-and-disadvantages/

https://studybuff.com/what-is-a-discussion-forum/
https://www.disciplemedia.com/building-your-community/benefits-of-forum/
https://www.disciplemedia.com/building-your-community/benefits-of-forum/
https://short-fact.com/what-is-the-purpose-of-discussion-forums/
https://short-fact.com/what-is-the-purpose-of-discussion-forums/
https://listenandlearnresearch.com/why-do-people-use-forums/
https://opensource.com/article/21/6/security-transparency
https://www.reputationdefender.com/blog/privacy/top-five-social-media-privacy-concerns
https://www.freecodecamp.org/news/how-to-maintain-an-open-source-project/
https://www.javatpoint.com/quora
https://www.quora.com/Why-is-Quoras-user-interface-not-attractive-as-compared-to-that-of-Facebook-Are-Facebook-designers-better
https://www.quora.com/Why-is-Quoras-user-interface-not-attractive-as-compared-to-that-of-Facebook-Are-Facebook-designers-better
https://help.quora.com/hc/en-us/articles/360000839483-What-data-does-Quora-collect-on-me-How-does-Quora-use-my-data
https://help.quora.com/hc/en-us/articles/360000839483-What-data-does-Quora-collect-on-me-How-does-Quora-use-my-data
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6428478/
https://www.howtogeek.com/659237/what-is-discord-and-is-it-only-for-gamers/
https://www.codecademy.com/resources/blog/what-is-back-end/
https://www.codecademy.com/resources/blog/what-is-back-end/
https://www.cloudflare.com/learning/serverless/glossary/backend-as-a-service-baas/
https://www.geeksforgeeks.org/firebase-introduction/
https://firebase.google.com/products-build
https://www.cloudflare.com/learning/serverless/glossary/backend-as-a-service-baas/
https://blog.back4app.com/firebase-advantages-and-disadvantages/
https://blog.back4app.com/firebase-advantages-and-disadvantages/


Discussion Platform Maruf Bepary

94

[19] DataVersity. NoSQL Databases: Advantages and Disadvantages.https://www.dataversity.net/nosql-databases-advantages-and-disadvantages/
[20] PythonBasics. What is Flask? https://pythonbasics.org/what-is-flask-python/
[21] PythonProgrammingLanguage. Python Flask Example.https://pythonprogramminglanguage.com/python-flask-example/
[22] Allwin Raju. Disadvantages of Flask. https://allwin-raju-12.medium.com/disadvantages-of-flask-95f1ff8f83bf
[23] Back4app. What are the Benefits of Backend-as-a-Service (BaaS)?https://blog.back4app.com/what-are-the-benefits-baas-backend-as-a-service/
[24] Clockwise Software. Choice between Mobile Backend-as-a-Service and Custom Backend.https://clockwise.software/blog/choice-between-mobile-backend-as-a-service-and-custom-backend/
[25] Supabase. Supabase vs Firebase. https://supabase.com/alternatives/supabase-vs-firebase
[26] Blog.LogRocket. Firebase vs Supabase: Choosing the Right Tool for Your Project.https://blog.logrocket.com/firebase-vs-supabase-choosing-right-tool-project/
[27] FreeCodeCamp. What is Front End? https://www.freecodecamp.org/news/what-is-front-end-development/
[28] Wikipedia. React (JavaScript library).https://en.wikipedia.org/wiki/React_(JavaScript_library)
[29] C# Corner. What and Why ReactJS? https://www.c-sharpcorner.com/article/what-and-why-reactjs/
[30] Kinsta. React Components Library: A Comprehensive Guide. https://kinsta.com/blog/react-components-library/
[31] Koombea. React Pros and Cons: What Are the Advantages and Disadvantages of ReactJS?https://www.koombea.com/blog/react-pros-and-cons-what-are-the-advantages-and-disadvantages-of-reactjs/
[32] WithLoveInternet. Chakra UI vs Material UI: A Comprehensive Comparison.https://withloveinternet.com/blog/chakra-ui-vs-material-ui-a-comprehensive-comparison
[33] SourceForge. Material-UI (MUI) Alternatives.https://sourceforge.net/software/product/Material-UI-MUI/alternatives
[34] Imaginary Cloud. Next.js vs React: What to Choose in 2021.https://www.imaginarycloud.com/blog/next-js-vs-react/
[35] Deepti Sharma. What Is State in React? https://medium.com/@deedee8/what-is-state-in-react-7e4ba938df23
[36] FreeCodeCamp. How to Manage State in Your React Apps.https://www.freecodecamp.org/news/how-to-manage-state-in-your-react-apps/
[37] FreeCodeCamp. How to Manage State in React. https://www.freecodecamp.org/news/how-to-manage-state-in-react/

https://www.dataversity.net/nosql-databases-advantages-and-disadvantages/
https://pythonbasics.org/what-is-flask-python/
https://pythonprogramminglanguage.com/python-flask-example/
https://allwin-raju-12.medium.com/disadvantages-of-flask-95f1ff8f83bf
https://allwin-raju-12.medium.com/disadvantages-of-flask-95f1ff8f83bf
https://blog.back4app.com/what-are-the-benefits-baas-backend-as-a-service/
https://clockwise.software/blog/choice-between-mobile-backend-as-a-service-and-custom-backend/
https://blog.logrocket.com/firebase-vs-supabase-choosing-right-tool-project/
https://www.freecodecamp.org/news/what-is-front-end-development/
https://www.freecodecamp.org/news/what-is-front-end-development/
https://en.wikipedia.org/wiki/React_(JavaScript_library)
https://www.c-sharpcorner.com/article/what-and-why-reactjs/
https://www.c-sharpcorner.com/article/what-and-why-reactjs/
https://kinsta.com/blog/react-components-library/
https://kinsta.com/blog/react-components-library/
https://www.koombea.com/blog/react-pros-and-cons-what-are-the-advantages-and-disadvantages-of-reactjs/
https://www.koombea.com/blog/react-pros-and-cons-what-are-the-advantages-and-disadvantages-of-reactjs/
https://withloveinternet.com/blog/chakra-ui-vs-material-ui-a-comprehensive-comparison
https://sourceforge.net/software/product/Material-UI-MUI/alternatives
https://www.imaginarycloud.com/blog/next-js-vs-react/
https://medium.com/@deedee8/what-is-state-in-react-7e4ba938df23
https://medium.com/@deedee8/what-is-state-in-react-7e4ba938df23
https://www.freecodecamp.org/news/how-to-manage-state-in-your-react-apps/
https://www.freecodecamp.org/news/how-to-manage-state-in-react/
https://www.freecodecamp.org/news/how-to-manage-state-in-react/


Discussion Platform Maruf Bepary

95

[38] Blog.LogRocket. Pitfalls of Overusing React Context. https://blog.logrocket.com/pitfalls-of-overusing-react-context/
[39] tkDodo. React Query as a State Manager. https://tkdodo.eu/blog/react-query-as-a-state-manager/
[40] Rahul Phansen. React Context vs Recoil vs Hawk. https://medium.com/@rphansen91/react-context-vs-recoil-vs-hawk-dfe1be9e8372
[41] OpenReplay. Top 6 React State Management Libraries for 2022.https://blog.openreplay.com/top-6-react-state-management-libraries-for-2022/
[42] Kinsta. Svelte vs React: Which One to Choose in 2021? https://kinsta.com/blog/svelte-vs-react/
[43] Cmarix. React vs Svelte: A Comprehensive Comparison Between JavaScript Libraries.https://www.cmarix.com/blog/react-vs-svelte-a-comprehensive-comparison-between-javascript-libraries/
[44] Blog.LogRocket. SolidJS vs React: How Do They Compare?https://blog.logrocket.com/solidjs-vs-react/
[45] Fulcrum Rocks. Vue.js vs React: Which One to Choose in 2021?https://fulcrum.rocks/blog/vue-vs-react-comparison
[46] Trio. Angular vs React: Which Framework to Choose in 2021?https://www.trio.dev/blog/angular-vs-react
[47] Successive Technologies. Best Database for Web Applications in 2021.https://successive.tech/blog/best-database-for-web-applications/
[48] Oracle. What Is a Relational Database? https://www.oracle.com/uk/database/what-is-a-relational-database/
[49] Sage Answer. What Are the Advantages and Disadvantages of Relational Database?https://sage-answer.com/what-are-the-advantages-and-disadvantages-of-relational-database/
[50] Jelvix. Relational vs Non-Relational Database: What Is the Difference?https://jelvix.com/blog/relational-vs-non-relational-database
[51] Wikipedia. NoSQL. https://en.wikipedia.org/wiki/NoSQL
[52] Dataversity. NoSQL Databases: Advantages and Disadvantages.https://www.dataversity.net/nosql-databases-advantages-and-disadvantages/
[53] TDWI. Data Modeling for NoSQL Improves Agile Development.https://tdwi.org/articles/2017/10/03/ba-all-data-modeling-for-nosql-improves-agile-development.aspx
[54] Indeed. What Is Project Management Methodology? https://sg.indeed.com/career-advice/career-development/project-management-methodology
[55] Asana. What Is Agile Methodology? https://asana.com/resources/agile-methodology
[56] Educba. Advantages and Disadvantages of Agile Methodology.https://www.educba.com/advantages-and-disadvantages-of-agile-methodology/

https://blog.logrocket.com/pitfalls-of-overusing-react-context/
https://blog.logrocket.com/pitfalls-of-overusing-react-context/
https://tkdodo.eu/blog/react-query-as-a-state-manager/
https://tkdodo.eu/blog/react-query-as-a-state-manager/
https://medium.com/@rphansen91/react-context-vs-recoil-vs-hawk-dfe1be9e8372
https://medium.com/@rphansen91/react-context-vs-recoil-vs-hawk-dfe1be9e8372
https://blog.openreplay.com/top-6-react-state-management-libraries-for-2022/
https://kinsta.com/blog/svelte-vs-react/
https://kinsta.com/blog/svelte-vs-react/
https://www.cmarix.com/blog/react-vs-svelte-a-comprehensive-comparison-between-javascript-libraries/
https://www.cmarix.com/blog/react-vs-svelte-a-comprehensive-comparison-between-javascript-libraries/
https://blog.logrocket.com/solidjs-vs-react/
https://fulcrum.rocks/blog/vue-vs-react-comparison
https://www.trio.dev/blog/angular-vs-react
https://successive.tech/blog/best-database-for-web-applications/
https://www.oracle.com/uk/database/what-is-a-relational-database/
https://www.oracle.com/uk/database/what-is-a-relational-database/
https://sage-answer.com/what-are-the-advantages-and-disadvantages-of-relational-database/
https://jelvix.com/blog/relational-vs-non-relational-database
https://en.wikipedia.org/wiki/NoSQL
https://www.dataversity.net/nosql-databases-advantages-and-disadvantages/
https://tdwi.org/articles/2017/10/03/ba-all-data-modeling-for-nosql-improves-agile-development.aspx
https://tdwi.org/articles/2017/10/03/ba-all-data-modeling-for-nosql-improves-agile-development.aspx
https://sg.indeed.com/career-advice/career-development/project-management-methodology
https://sg.indeed.com/career-advice/career-development/project-management-methodology
https://asana.com/resources/agile-methodology
https://www.educba.com/advantages-and-disadvantages-of-agile-methodology/


Discussion Platform Maruf Bepary

96

[57] Forbes. What Is Waterfall Methodology? https://www.forbes.com/advisor/business/what-is-waterfall-methodology/
[58] IBM. What Is Software Testing? https://www.ibm.com/topics/software-testing
[59] Geekflare. A Guide to Unit Testing. https://geekflare.com/unit-testing-guide/
[60] PythonPool. Python Unittest vs Pytest: A Comparison. https://www.pythonpool.com/python-unittest-vs-pytest/
[61] Ricardo Cruz. Why I’m Moving from Jest to Vite — Part 1. https://dev.to/rstacruz/why-im-moving-from-jest-to-vitest-27d7
[62] MarvelApp. The Importance of User Testing in Design.https://marvelapp.com/blog/importance-user-testing/
[63] Microsoft Learn. What Is Version Control? https://learn.microsoft.com/en-us/devops/develop/git/what-is-version-control
[64] Atlassian. Why Git? https://www.atlassian.com/git/tutorials/why-git
[65] Atlassian. Using Branches in Git. https://www.atlassian.com/git/tutorials/using-branches
[66] Atlassian. Git Tag. https://www.atlassian.com/git/tutorials/inspecting-a-repository/git-tag
[67] Atlassian. Comparing Workflows. https://www.atlassian.com/git/tutorials/comparing-workflows
[68] Git. Git Basics - Working with Remotes. https://git-scm.com/book/en/v2/Git-Basics-Working-with-Remotes
[69] Indeed. What Is Code Quality? https://www.indeed.com/career-advice/career-development/what-is-code-quality
[70] MakeUseOf. What Is Linting and How to Use It to Write Better Code.https://www.makeuseof.com/what-is-linting/
[71] Real Python. How to Write High-Quality Python Code With Automated Testing and Linting.https://realpython.com/python-code-quality/
[72] SitePoint. A Comparison of JavaScript Linting Tools. https://www.sitepoint.com/comparison-javascript-linting-tools/
[73] FreeCodeCamp. Software Design. https://www.freecodecamp.org/news/software-design/
[74] Wikipedia. Code Refactoring. https://en.wikipedia.org/wiki/Code_refactoring
[75] CodeDam. How to Create Effective Code Documentation in Software Development.https://codedamn.com/news/uncategorized/how-to-create-effective-code-documentation-in-software-development
[76] Shvets, Alexander. Dive Into Design Patterns. https://refactoring.guru/design-patterns/book
[77] GitLab. Issues. https://docs.gitlab.com/ee/user/project/issues/
[78] GitLab. Milestones. https://docs.gitlab.com/ee/user/project/milestones/

https://www.forbes.com/advisor/business/what-is-waterfall-methodology/
https://www.forbes.com/advisor/business/what-is-waterfall-methodology/
https://www.ibm.com/topics/software-testing
https://geekflare.com/unit-testing-guide/
https://www.pythonpool.com/python-unittest-vs-pytest/
https://www.pythonpool.com/python-unittest-vs-pytest/
https://dev.to/rstacruz/why-im-moving-from-jest-to-vitest-27d7
https://dev.to/rstacruz/why-im-moving-from-jest-to-vitest-27d7
https://marvelapp.com/blog/importance-user-testing/
https://learn.microsoft.com/en-us/devops/develop/git/what-is-version-control
https://learn.microsoft.com/en-us/devops/develop/git/what-is-version-control
https://www.atlassian.com/git/tutorials/why-git
https://www.atlassian.com/git/tutorials/using-branches
https://www.atlassian.com/git/tutorials/inspecting-a-repository/git-tag
https://www.atlassian.com/git/tutorials/comparing-workflows
https://www.atlassian.com/git/tutorials/comparing-workflows
https://www.indeed.com/career-advice/career-development/what-is-code-quality
https://www.indeed.com/career-advice/career-development/what-is-code-quality
https://www.makeuseof.com/what-is-linting/
https://realpython.com/python-code-quality/
https://www.sitepoint.com/comparison-javascript-linting-tools/
https://www.sitepoint.com/comparison-javascript-linting-tools/
https://www.freecodecamp.org/news/software-design/
https://en.wikipedia.org/wiki/Code_refactoring
https://codedamn.com/news/uncategorized/how-to-create-effective-code-documentation-in-software-development
https://codedamn.com/news/uncategorized/how-to-create-effective-code-documentation-in-software-development
https://refactoring.guru/design-patterns/book
https://docs.gitlab.com/ee/user/project/issues/
https://docs.gitlab.com/ee/user/project/milestones/


Discussion Platform Maruf Bepary

97

[79] Hostinger. What Is Web Hosting? https://www.hostinger.com/tutorials/what-is-web-hosting/
[80] Elementor. Types of Web Hosting: Which One Is Right for You?https://elementor.com/blog/types-of-web-hosting/
[81] Vercel. Documentation. https://vercel.com/docs
[82] Better Programming. Compound Component Design Pattern in React.https://betterprogramming.pub/compound-component-design-pattern-in-react-34b50e32dea0
[83] Developer Way. Higher-Order Components in React: The Hooks Era.https://www.developerway.com/posts/higher-order-components-in-react-hooks-era
[84] FreeCodeCamp. How to Use Flux in React: An Example.https://www.freecodecamp.org/news/how-to-use-flux-in-react-example/
[85] BMC. ACID: Atomic, Consistent, Isolated, Durable. https://www.bmc.com/blogs/acid-atomic-consistent-isolated-durable/
[86] GeeksForGeeks. Functional Dependency. https://www.geeksforgeeks.org/functional-dependency/
[87] GeeksForGeeks. Second Normal Form (2NF). https://www.geeksforgeeks.org/second-normal-form-2nf/
[88] GeeksForGeeks. Third Normal Form (3NF). https://www.geeksforgeeks.org/third-normal-form-3nf/
[89] TechRepublic. How Weak Passwords Could Put Your Organization at Risk.https://www.techrepublic.com/article/how-weak-passwords-could-put-your-organization-at-risk/
[90] BBC News. Equifax Data Breach: What You Need to Know.https://www.bbc.com/news/business-41493494
[91] The Data Privacy Group. Data Breach: The Legal Implications.https://thedataprivacygroup.com/blog/2019-9-17-data-breach-the-legal-implications/
[92] Brightjourney. Legal and Ethical Responsibility to Safely Store Passwords.http://www.brightjourney.com/q/legal-ethical-responsibility-safely-store-password
[93] One.com. What Can I Do to Enhance the Security of My One.com Account?https://help.one.com/hc/en-us/articles/4777447332625-What-can-I-do-to-enhance-the-security-of-my-one-com-account-
[94] How To Use Shadows And Blur Effects In Modern UI Design,https://www.smashingmagazine.com/2017/02/shadows-blur-effects-user-interface-design/
[95] Typography in UI Design: An Ultimate Guide for Beginners,https://www.mockplus.com/blog/post/typography-design-guide
[96] Responsive Design, https://www.interaction-design.org/literature/topics/responsive-design

https://www.hostinger.com/tutorials/what-is-web-hosting/
https://elementor.com/blog/types-of-web-hosting/
https://vercel.com/docs
https://betterprogramming.pub/compound-component-design-pattern-in-react-34b50e32dea0
https://www.developerway.com/posts/higher-order-components-in-react-hooks-era
https://www.freecodecamp.org/news/how-to-use-flux-in-react-example/
https://www.bmc.com/blogs/acid-atomic-consistent-isolated-durable/
https://www.bmc.com/blogs/acid-atomic-consistent-isolated-durable/
https://www.geeksforgeeks.org/functional-dependency/
https://www.geeksforgeeks.org/functional-dependency/
https://www.geeksforgeeks.org/second-normal-form-2nf/
https://www.geeksforgeeks.org/second-normal-form-2nf/
https://www.geeksforgeeks.org/third-normal-form-3nf/
https://www.geeksforgeeks.org/third-normal-form-3nf/
https://www.techrepublic.com/article/how-weak-passwords-could-put-your-organization-at-risk/
https://www.bbc.com/news/business-41493494
https://thedataprivacygroup.com/blog/2019-9-17-data-breach-the-legal-implications/
http://www.brightjourney.com/q/legal-ethical-responsibility-safely-store-password
https://help.one.com/hc/en-us/articles/4777447332625-What-can-I-do-to-enhance-the-security-of-my-one-com-account-
https://help.one.com/hc/en-us/articles/4777447332625-What-can-I-do-to-enhance-the-security-of-my-one-com-account-
https://www.smashingmagazine.com/2017/02/shadows-blur-effects-user-interface-design/
https://www.mockplus.com/blog/post/typography-design-guide
https://www.interaction-design.org/literature/topics/responsive-design
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Appendix
· Deployed system: https://circus-discussion.vercel.app/
· Video demostration for the system: https://youtu.be/MWdOcO6wVQU
· Video demostration for testing the system: https://youtu.be/BIijOWXDiQw
· Project repository: https://gitlab.cim.rhul.ac.uk/zjac268/next_discussion_platform
· Set up instructions: https://gitlab.cim.rhul.ac.uk/zjac268/next_discussion_platform/-/wikis/Installation

https://circus-discussion.vercel.app/
https://youtu.be/MWdOcO6wVQU
https://youtu.be/BIijOWXDiQw
https://gitlab.cim.rhul.ac.uk/zjac268/next_discussion_platform
https://gitlab.cim.rhul.ac.uk/zjac268/next_discussion_platform/-/wikis/Installation
https://gitlab.cim.rhul.ac.uk/zjac268/next_discussion_platform/-/wikis/Installation

